BEPXHECAJIZIMHCKOI'O TOPOACKOI'O OKPYTA
IIOCTAHOBJIEHHUE

o1 L8 7ol XN LB

r. Bepxusis Canna

O ymeepoicoenuu memoouuecKkozo pykoeoocmea no op2aHu3ayuu MexHudecKux
MEPONpUAMUL, HARPAGICHHbIX HA NPO6EOEHUE CIIYHCEOHBIX NPOBEPOK NPU
603HUKHOBEHUU KOMNbIOMEPHBIX UHUUOCHMOE

Bo wucnonnenne mnymkra 2.5 pacnopspkenust ['yGepHatopa CBepanoBCKoi
obnactu ot 07.04.2023 Ne86-PI" «O6 wurorax 3acemaHus Koopaunaunonuoro
COBelLIaHHWs IO obOecriedeHuto mpasonopsaka B CBepAIOBCKOH oOmacTd  oT
14 mapra 2023 1o BONPOCY O COCTOSIHMH 3alUMIIEHHOCTH WH(MOPMALMOHHOM
MH(PACTPYKTYPbl ~ MCIONHUTEIBHBIX ~ OPraHoB  TOCYJapCTBEHHOH  BIIACTH
CBepioBCKOH 0071aCTH M OPraHOB MECTHOIO CaMOYMpPaBIeHHsS MYHHLHMATBHBIX
00pa3oBaHui, pacloNOKEHHbIX Ha TeppuTopuu CBEpIUIOBCKON 06NACTH, a TaKKe
TMIOIBEIOMCTBEHHBIX UM YUYPEXIEHUH U NMPUHUMAEMBIX Mepax M0 MpeaynpesKIeHUI0
NPECTYIUICHUH C IPUMEHEHUEM COBPEMEHHBIX CPEICTB KOMMYHUKALIMOHHOMN CBSI3H»

1. YTBepauTh MeTOOMYECKOe PYKOBOICTBO IO OPraHU3aIl[MUd TeXHUYECKHX
MEpONpPHUATHH, HAlPAaBIEHHBIX Ha MPOBEJIECHHE CIYXEeOHBIX MNPOBEPOK IPH
BO3HHKHOBEHHH KOMITBIOTEPHBIX MHIMAEHTOB (IpUIaraeTcsi).

2. Hacrosilllee  MOCTaHOBJIEHHE pPa3MeCTHTh Ha  O(UIHATIBHOM  caiite
BepxHecanauHCKOro MyHHIIMIIABHOTO OKpyra http://v-salda.ru.

3. Hacrosiuee nocranosneHue Berymaer B cuiny ¢ 01.01.2025.

4. KoHTpoIIb 32 HCTIOJIHEHHEM HaCTOSILErO PACTIOPSKEHUS OCTABIISIO 3a COBOIA.

HN.o. rnaBsl BepxHecanauuckoro

TOPOACKOI0 OKpyra A.b. lyuun



http://v-salda.ru

YTBEPX/IEHO
IIOCTAaHOBJIEHUEM  aJMUHUCTPALUU
Bepxnecanauackoro rOpPOJICKOro

OKpyra

OT 6. JA AN 26"

MeToanueckoe PYKOBOACTBO
10 OpraHu3al TEXHHYECCKHX MeponplmTuii, HalpaBJ/JICHHbIX HaA
IMPOBEACHHE CJIy)Keﬁﬂle IPOBEPOK IMPH BOSBHUKHOBCHHUH
KOMIIbBIOTEPHbIX HHIOH/JICHTOB

2024 r.
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1. BBEJIEHHUE

Hacrosimmee Meroauyeckoe pyKOBOACTBO 10 OpraHU3aldd TEXHUYECKHX
MEpONPUATHH,  HalpaBIEHHbIX Ha  IpPOBEJAEHHE  CIYXEeOHBIX  IMPOBEPOK
OpH BO3HUKHOBEHHWM KOMIIBIOTEPHBIX HWHUUIAEHTOB (najnee - Mertoauyeckoe
PYKOBOIACTBO),  pa3paboraHo s  AJMHUHUCTpalMK  BepXHecalauHCKOro
MYHHULIMIIAJIBHOrO OKpyra CBepanoBcKoi o0iacTu (najiee - AIMAHACTpALUS ).

Mertoanueckoe  pyKOBOACTBO  ONpeAensieT  MOpSAOK  OOHapyKeHHs,
PErucTpauuy, Kiaccu(UKaluu, OLIeHKU yuiepOa, pearupoBaHHs W aHaInW3a MPUYUH
KOMIIBIOTEPHBIX UHLIUEHTOB.

JlanHoe Metoauyeckoe pyKOBOACTBO pa3padOTaHO B  COOTBETCTBHUHU
CO CIEAYIOUIMMHU TOKYMEHTaMH:

1) ®enepanbubiii 3akoH oT 27 utonst .2006 roga Ne 152-D3 «O nepcoHaqbHBIX
JaHHBIX»;

2) ®enepanbHblii 3aK0H OT 27 urons .2006 roga Ne 149-d3 «O6 uHpOpMaLHH,
MH(OPMALIMOHHBIX TEXHOJIOTHSIX U O 3allMTe HHGOPMALIUN;

3) 'OCT P 59709-2022 3amuta nadopMauu. YnpaBieHHe KOMITbIOTEPHBIMH
MHIHUAEHTaMU. TepMUHBI U ONIpeIeIeHUS;

4) 'OCT P 59710-2022 3amura uHbpopManuu. YnpaBieHHe KOMITbIOTEPHBIMH
uHIHAeHTaMH. OOIIHe MTOI0KEHUS;

5)'OCT P 59711-2022 3amuta nndpopMaiiu. YpaBieHHe KOMIIbIOTEPHBIMH
MHLIUJIEHTaMHU. PykoBoactBo no pearupoBaHUIO
Ha KOMITbIOTEPHbIE UHIIUICHTHI;

6) 'OCT P 59712 - 2022 3amuTa uHGopMaLuu. Y mpaBiieHHe KOMITbIOTEPHBIMH
WHUMAeHTaMU. OpraHusanus OesSTeNbHOCTH T0 YINPAaBICHHIO KOMITbIOTEPHBIMH
MHLUJCHTaMHU;

7) noctaHoBneHue IlpaBurensctBa CBepanoBckoit obmactu ot 01.07.2021
Ne 383-ITIT «O MunuctepctBe LUGPOBOro pa3Buths U cBsi3d CBepATOBCKON
o0JyacTu»;

9) KoHuenuus TexHHYecKOH 3allMThl HMHGOpPMAlMKW Ha TEPPUTOPHH
CeepmiosBckoii  obmactu  Ne  01-01-41/58, yrtBepkaennas [ 'yOGepHaropom
Cepanosckoii o6actu ot 08.09.2021;

10) Metoauueckuii AOKyMeHT. PyKOBOICTBO 10 OpraHu3aluu Ipolecca
yIpaBJIeHHs] YSI3BUMOCTSAMH B oprase (opranusauuu). YTBepxkiaeH ®CTIK Poccuu
17.05.2023.

[lonoxenuss Meroauyeckoro pyKOBOACTBA  00SI3aTeNbHBI IS BCEX
COTPYAHMKOB, HMMEIOUIMX AOCTYI K IPOrpaMMHBIM M MpPOrpaMMHO-arapaTHbIM
CpeACTBaM aIMMHHUCTPALMH, UHPOPMALIMOHHBIM CUCTEMaM U pecypcaMm, 3alliiiaeMoi
uHopManu. Bce COTpyOHMKH aIMUHHCTpaUUMH O0sS3aHbl O3HAKOMMTHCS 10
NOANMUCh C IIOJIOKEHHUSIMH JaHHOrOo MeTonu4Yeckoro pyKoOBOJACTBa [0 Hauaja
00paboTkM MHGOpPMALMKM C MCIONB30BaHHEM MPOTrPaMMHBIX H [POrpaMMHO-
alnrnapaTHbIX CPEACTB aAMUHUCTPALIUH.

Llenb u 3anaun MeTonu4eckoro pykoBOICTBa:

1) co3maHue yCIOBHUH Uil OCYILIECTBIEHHS CBOEBPEMEHHOIO OOHApPYKEHHUS
U ONEPAaTUBHOIO pearipoBaHUs Ha WHLUAEHTbl MHOOPMALIMOHHOM 0€30MacHOCTH, B



TOM YMCJIE UX 3aKPBITHS;
2) mpenoTBpalleHue U (WJIM) CHUXKEHHE HEeraTUBHOTO BIIHUSHHUS WHIUICHTOB
UHPOpPMALIMOHHON 0e30IacHOCTH Ha BBINOJIHEHHWE TEeXHOJIOTMYECKHUX IPOLIeCCOB
00paboTku nHpopMaLnU, HHHOPMALIMOHHBIE CUCTEMBI U PECYPCHI;
3) omepaTMBHOE COBEpLUEHCTBOBAHUE CHUCTEMbl 3allUThl HH(OpPMALUH
B aIMUHUCTpAL1H.

2. TEPMUHBI U COKPALLIEHU S

MUcnonHuTebHBIH opraH rocyaapcrBeHHoii BJjactu  CBepa/ioBCKOi
00,12CTH, OCYLIECTB/ISAIOIIHHA MOJTHOMOYHS IO BONPOCAM TEeXHHYECKOH 3aLUHUThI
nHpopmanuu: MUHHCTEPCTBO UPPOBOro pa3BUTHUS U cBsi3U CBepIsIOBCKOM 001acTH
(manee - MUHHCTEPCTBO).

NHuuaenT HHGPOpPMALHOHHOH 0e30macHOCTH; HHUHIEHT Ub:
HenmpeABUIEHHOE WJIM HeXelaTeabHoe coObiTHe (rpymnmna cobOsituit) UMb, xotopoe
NpUBeJO (MOXET MPUBECTH) K HApyIIeHUIO (GyHKUHOHUPOBAHUS MH(MOPMALMOHHOIO
pecypca WM BO3HHUKHOBEHUIO yrpo3 0e30macHOCTH MHGbOpMAalH, WK HapyLIEHUIO
TpeOOBaHM MO 3alUTe UHPOPMALUH.

KomnbloTepHblii HMHUOMAEHT: (akT HapylleHus U (UIU) MpeKpalleHUs
(GYHKLIMOHMPOBAaHUS HH(POPMALIUOHHOTO PeCypca, CETH AIEKTPOCBSI3H, UCIIOIb3YEMOM
JUTSL OpraHU3aliK B3auMOAEHCTBUSI UHGOPMAIIMOHHBIX PECYPCOB, U (KUK ) HApyLLIEHHUs
Oe3omacHocTH oOpabaThiBaeMoii B HHGOPMALIMOHHOM pecypce HHGPOpPMaLIUH,
B TOM YHCJIE POU3OLLEIIINNA B pe3yJIbTaTe KOMIIBIOTEPHOU aTaKH.

KapToyka KOMNbIOTEPHOro HHIHAEHTA: 1OKYMEHT yCTaHOBJIEHHOU (OpMBI,
npeaHa3HaueHHBIH 1 GOpMaTu30BaHHOTO OMKUCAHUS KOMITBIOTEPHBIX MHLIUEHTOB.

Tun KOMNBIOTEPHOr0 HWHUMAEHTA: Kiaccu(UKauus pPa3HOBHUIHOCTEH
KOMITBIOTEPHBIX UHIUIEHTOB.

KoMmnbloTepHas artaka: I1ie/lleHalpaBlIeHHOE BO3JEHCTBUE MPOrPAMMHBIX
U (UIK) NpOrpaMMHO-aNMapaTHhIX CPeICTB Ha MH(OPMALIMOHHBIM pecypc B LeNsX
HapyLIeHUs U (UJIK) peKpalleHus ero GyHKLUHOHUPOBAHUS U (WUJIM) CO3aHUS yTPO3bl
Oe3omacHOCTH 00pabaThiBaeMoOi TaKMM pecypcoM UHGOpMaIiK.

HcToYHHK  KOMNBIOTEPHOH  aTakH: JULO (MJIM  UHULKHAPYEMBIH
UM IIpoliecc), MpoBosiiee (IPOBOASIINI) aTaKy.

TakTHka (MpoBeleHHS] KOMIbIOTEPHOH aTaKH): COBOKYNHOCTb IPUEMOB
U CII0CO0OB JEHCTBUMN, UCIIOJIb3YEMbIX ISl IPOBEIEHUS KOMITBIOTEPHOM aTakH.

TexHuka (nmpoBeleHHs] KOMNbIOTEPHOH aTaKH): COBOKYITHOCTh U MOPSIIOK
NEUCTBUN, WCMOJB3YEMBIX [UIsi MPOBEIAEHUS KOMIIBIOTEPHOW aTakd B paMKax
COOTBETCTBYIOILIUX TAKTHK.

Tun KOMIIbIOTePHOH aTakH:  Kjaccu(ukauus Pa3HOBUIHOCTEN
KOMITBIOTEPHBIX aTaK.

3. CTPYKTYPA METOAUYECKOI'O PYKOBO/JACTBA

Hactosimee MeTtoandeckoe pyKoBOJACTBO OMpeessieT CoAepKaHue Tpex CTaaui
yIpaBlIeHUsT KOMIBIOTEPHBIMH HMHIMIAEHTAMH, KOTOpble BKIKOYAIOT B  cels



COOTBETCTBYIOIIIME ITAIlbI:

1. O6HapyXeHHe U perucTpaurs KOMIbIOTEPHBIX HHIUIECHTOB:

perucTpanuss MPU3HAKOB BO3MOXHOTO BO3HUKHOBEHHMSI KOMIIBIOTEPHBIX
UHIUJIECHTOB;

NOATBEPKAEHUE KOMIBIOTEPHbBIX UHIUJEHTOB.

2. PearupoBaHue Ha KOMITbIOT€PHbIE UHLIUEHTHI:

1) ompeneneHwe BOBJIEUEHHBIX B KOMIBIOTEPHBIM WMHIIMAEGHT 3JI€MEHTOB
MH()OPMALIMOHHON HHGPACTPYKTYPBI;

2) noxanu3auus KOMIIbIOTEPHOTO HHIIUICHTA,

3) BbIsIBIIEHUE MOCJIEACTBUA KOMIBIOTEPHOTO HHIIM/IEHTA;

4) nuKBUAALMS NTOCJIEACTBUM KOMITBIOTEPHOTO UHIIMIEHTA,;

5) 3aKpbITHE KOMITBFOTEPHOT'O UHIIUAECHTA;

6) Qukcanus MaTepualoB, CBSI3aHHBIX C BO3HHKHOBEHHEM KOMIIBIOTEPHOIO
WUHIMJIEHTA;

7) YCTaHOBJEHHWE TMPUYMH M YCJIOBUH BO3HMKHOBEHHS KOMIIBIOTEPHOIO
WHLHUIEHTA.

3. AHanu3 pe3yJbTaTOB [AESTEJbHOCTH [0 YIPABJIEHHIO KOMIIBIOTEPHBIMU
UHIMICHTAMMU:

1) npuoOpereHWe W HaKOIUIEHHE ONBITA [0 pe3yJbTaTaM YyIpaBJIEHUS
KOMITBIOTEPHBIMU UHIUIEHTAMH;

2) pa3paboTka peKOMeHJalui Mo yCTpaHeHUI0 B MHGOPMAIIMOHHBIX pecypcax
IPUYMH U YCIOBUM BOSHUKHOBEHHUS KOMITBIOTEPHBIX UHIIUIEHTOB;

3) oueHka pe3yabTaToB U 3((PEKTUBHOCTH pearipoBaHUsI Ha KOMIIBIOTEPHBIE
UHIUAEHTBHI.

4. OBHAPY X XEHMUE U PETUCTPALIUS KOMIIBIOTEPHBIX
NHIUIAEHTOB

4.1. O01He MoJI0KEeHHUd

JlesiTeIbHOCTh MO0 OOHAPYIKEHUIO U PErUCTPALIMK KOMITbIOTEPHBIX MHLUEHTOB
OCHOBBIBA€TCSl Ha pe3yjbTaTax MpPOBOAMMOr0 B aIMUHUCTPALMM MOHUTOPUHIA
MH(GOPMALIMOHHONW 0e30MacHOCTH, B paMKax KOTOpPOTO OCYIIeCTBIsSETCS cOOop
MH(pOpMaLIUU O COOBITUSIX 0€30MaCHOCTHU U UHBIX IaHHBIX MOHUTOPUHTA U3 Pa3IMYHBIX
MUCTOYHHKOB.

Craguss «oOHapyXeHHE U perucTpauuss KOMIIBIOTEPHBIX HMHIIMIEHTOBY
BKJIFOUAeT B ce0sl Ceayolre 3Tarlbl:

perucTtpauuss INPU3HAKOB BO3MOXKHOTO BO3HMKHOBEHHS KOMIIBIOTEPHBIX
WHIIUJIEHTOB;

NOJATBEPKAEHUE KOMITBIOTEPHBIX HHIIUIEHTOB.
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4.2. PerncTpauusi Npu3HaKOB BO3MO’KHOI0 BOBHUKHOBEHHUSI KOMIIbIOTEPHBIX
HHUHAEHTOB

Peructpauusi npu3HAKOB BO3MOXXHOIO BO3HUKHOBEHUSI KOMIIBFOTEPHBIX
WHIMJCHTOB MOXET OCYILUECTBISATBCS KaK aBTOMAaTU3UPOBAHHBIM  CIIOCOOOM
(c HWCroONb30BaHUWEM CpeACTBa YNpaBIeHUS COOBITUSMU  HUH(GOPMALMOHHOM
0e30MacHOCTH) Ha OCHOBE TMPaBUJ pPErucTpaldd TPU3HAKOB  BO3MOYKHOIO
BO3HUKHOBEHHUSI KOMIIBIOTEPHBIX MHIMAEHTOB, TaK W HEaBTOMAaTHU3UPOBAHHBIM
crocoboM (crneuralucTaMu MojApa3leieHusi, OTBETCTBEHHOrO 3a YIpaBIEHHUE
KOMIIBIOTEPHBIMM MHUUAEHTaMH, [PU CaMOCTOSATE/IbHOM  aHalu3e COOBITUH
0e30MacHOCTH B XOJ€ MOHUTOPUHIa WM TNpPU MOJy4eHUH COOTBETCTBYIOLIEH
uHbOpMaLMK OT COTPYAHUKOBAIMUHUCTPALINH).

Nudopmanus 06 nnuunentax Mb moxer noctynats no ciegyroUMM KaHalam:

1) ’KypHaJsbl perucTpaliy CeTeBOro U MEXCETEBOro 000pY/10BaHUS;

2) KypHaJbl perucTpaluy 0011eCUCTEMHOrO MPOrpaMMHOI0 00ecreueHus;

3) )KypHaJibl CUCTEM yNpaBJieHUs O0a3aMu JaHHBIX;

4) >)xypHaJibl perucTpauud HHGPACTPYKTYPHOrO MPOrpaMMHOT0 00ecreyeHus;

5) )KypHaJibl perucTpalyy MPUKIAAHOTO IPOrPaMMHOI0 00eCTIeueHHUs;

6) *KypHaJbl CPEACTB 3alUThl UHPOpPMALIUY;

7) ONOBELIEHUSI aHTUBUPYCHBIX MOJCUCTEM;

8) omoBeLIeHUs TOACUCTEM OOHAPYKEHHUS aTaK;

9) onoBeleHUs APYrux NOACUCTEM aAMUHHUCTPALINH;

10) undopmauus, noiayyaemas OT COTPYAHHKOB aIMUHUCTPALMHU MO JHOOBIM
KaHajaMm CBs3H (TeneoH, 3JIeKTpOHHAs 104YTa, pe4eBOM KaHal, Jp.).

[Toncucrema MouutopuHra o coObiTusix UMb BkitouaeT B cebs KypHabl
MPOrPaMMHBIX M MPOrpaMMHO-aIMapaTHbIX CPEICTB, MepeuurcIeHHbIX Bbile. Cpok
XxpaHeHus: coObiTui Wb nomxeH ObITh He MeHee 3 MecslUEeB, €CIM HHOE
He YCTaHOBIIEHO TpeOOBaHUSIMU 3aKOHOAaTenbcTBa Poccuiickoi @enepauuy.

[lepeuenp TunoB cobOeiTuii Wb, nomnexammx perucTpauuu NpUBENEH
B mpuiioxkeHuu Ne 2 k HacToseMy MeTtoau4eckoMy pyKOBOJCTBY.

4.2.1. PerucTpauusi NnpM3HAKOB BO3MOKHOI0 BO3HHKHOBEHHSI KOMIIbIOTEPHbIX
HHUHAEHTOB aBTOMATH3HPOBAHHBIM CMOCOO0M

Pervctpanusi NpU3HAKOB BO3MOXXHOIO BO3HMKHOBEHHUS KOMIIBIOTEPHBIX
HHILIUJEHTOB aBTOMAaTU3UPOBAHHBIM crioco6om OCYLLECTBIISIETCS
C HUCMOJb30BAaHUEM CpEACTBAa YIpaBl€HUS COOBITUSIMH  HMH(OPMALUOHHOM
6e30MmacHOCTH (MpY HAJTMYUU TAaKOBOTO, IPU OTCYTCTBUU C UCII0Ib30BAaHUEM CPE/ICTB
3aIIUTHI uHbOpMaLUU u ’KYpHAJIOB 6e30MmacHOCTH MIPOrpaMMHBbIX
M MPOrpaMMHO-aNMnapaTHbIX CPeACTB) Ha OCHOBE IMpPaBUJI PErUCTpallMy MPU3HAKOB
BO3MOXHOTO BOSHUKHOBEHHSI KOMITbIOTEPHBIX MHLIUEHTOB.

[IpaBuna  perucTpauMy  MPU3HAKOB  BO3MOXXKHOIO  BO3HUKHOBEHHUS
KOMIBIOTEPHBIX ~ MHLMAEGHTOB  JIOJDKHBI  TO3BOJISITH  pealu30oBaTh  OJMH
WIA COBOKYITHOCTbH CIEAYIOLIMX METOJOB aHa/IW3a, HAIPABIEHHBIX Ha BbISABJICHHE
NPUYUHHO-CJIEICTBEHHON CBSI3M MEXKIY COOBITUSMU O€30MacCHOCTH W HUHBIMH



JaHHBIMA MOHUTOPUHTA!

1) curHatypHble MeTOIbl, OCHOBAHHbI€ Ha COIMOCTABJIEHUH KOHKPETHBIX
MPU3HAKOB U YCJIOBUM B3aUMOCBsI3€d COOBITUH 0€30MacHOCTH M MHBIX JaHHBIX
MOHHUTOPUHTIA;

2) OeccurHatypHble MeTO/bl, OCHOBAHHBbIE Ha BbISBIECHUU CTATUCTUYECKOM
M WHOW 3aBUCHUMOCTH MEXAYy COOBITUSAMH O€30MacHOCTY M HWHBIMU JaHHBIMU
MOHUTOPHUHTa, U GOPMHUPOBAHUM Mpoduield GyHKIMOHUPOBAHUS UHPOPMALMOHHBIX
pecypcos.

CurHatypHble METOJbl aHaJIW3a BKJIKOYAKOT MpaBUJia PerUCTPaLlMU NPU3HAKOB
BO3MOYXHOTO BO3HUKHOBEHHUSI KOMIIBIOTEPHBIX MHUUIAEHTOB, CO3/1aHUE€ U HACTPOMKY
KOTOPBIX OCYLLIECTBIISIET CIELUATUCT MOApa3AeIeHHUsl, OTBETCTBEHHOTI'O 32 YIIpaBICHHE
KOMITbIOTEPHBIMHU UHLIUIEHTaMHU.

beccurHatypHble METOABI aHaAIM3a peajU3ylTCs pa3padOTUYUKOM CpeacTBa
ynpaBieHus: COOBITUSIMH HMH(POPMALMOHHOW Oe30MacHOCTH B MPOrPAaMMHOM KOJIe
CpeICTBa, AQITOPUTMBI KOTOPBIX HE MOTYT OBITh W3MEHEHbl CHEeLUAIUCTOM
nopa3esieHnsi, OTBETCTBEHHOIO 3a yIIpaBlIeHHe KOMIIbIOTEPHbIMU UHLUACHTAMH.

Pelienrie 0 HaMMYUKM WM OTCYTCTBUM NMPU3HAKA BO3MOKHOTO BO3ZHUKHOBEHUS
KOMIIBIOTEPHOrO HHLMJAEHTa NpPUHUMAeTCsl Ha OCHOBE I[IpaBUJl perucTpaluu
NPU3HAKOB BO3MOXKHOTO BOBHUKHOBEHHS! KOMIIBIOTEPHBIX WHIIU/IEHTOB.

4.2.2. PerncTpauus npu3HaKoB BO3MOKHOIO BOSBHHKHOBEHHSI KOMIIbIOTEPHBIX
HHUHJAEHTOB HEABTOMATH3HPOBAHHbIM CIOCOOOM

PerucTpauusi mNpU3HAKOB BO3MOXXHOIO BO3HUKHOBEHHUS KOMIIBIOTEPHBIX
WUHIUIEHTOB HEAaBTOMATU3UPOBAHHBIM CIIOCOOOM OCYIIECTBIISIETCS CHNELHUATUCTAMHU
noJpa3/ie/ieHUs, OTBETCTBEHHOIO 3a YIIPaBJIEHHUE KOMIIbIOTEPHBIMHA HHILHWAECHTaMH,
Ipd CaMOCTOSATEIbHOM aHaju3e COOBbITHI 0e30MacHOCTH B XOJ€ MOHUTOpPUHIA
WIA TpU TOJYYEHHH COOTBETCTBYIOIIEH HH(OpMAUUU OT  COTPYAHUKOB
agMUHUCTpauuMu. HeaBTomaTu3uMpoBaHHasi perucTpauus IPU3HAKOB BO3MOXKHOIO
BO3HUKHOBEHHUSI KOMIIBIOTEPHbIX HWHUUIAEHTOB OCYIIECTBISETCS B  CPEACTBE
yOpaBi€HUs] MHLMUIAEHTAMH IyTeéM BHECEHHS B KapTO4YKy MpU3HAKa BO3MOXKHOIO
BO3HUKHOBEHMSI KOMIIBIOTEPHOTO HHIMAEHTa HeoOxoaumon HuHbopmauuu (Ipu
OTCYTCTBHMHM CPEACTBA yIIpaBIeHUAUHIUAECHTaMHU B JKypHan perucTpallii HHUUIEHTOB
Wb, npunoxxenue Ne 1 k HactosiieMy MeTtoaudeckoMy pyKOBOICTBY).

4.3. Hom‘sepmmenue KOMIIBOTEPHBbIX HHIHACHTOB

[lonTBepKaeHUE KOMIBIOTEPHOTO HWHLMAEHTA OCYLUECTBISETCS B XOIE
IIPOBEIEHUS IPOBEPKU 3aPETUCTPUPOBAHHOTO MPU3HAKA BO3MOKHOIO BO3HUKHOBEHUS
KOMIIBIOTEPHOT'O UHLIUIEHTA.

Takas ~ mpoBepka  MOpPOBOAUTCS  CHELMATUMCTaMM,  OTBETCTBEHHBIMM
3a pearupoBaHWe Ha KOMIIbIOTEPHbIE MHLUAECHTbI (PYKOBOAUTEISIMU pabouyuX rpyni
pearupoBaHUs HA KOMIbIOTEPHbIE UHLIUEHTHI).

CneunanucTbl, OTBETCTBEHHbIE 3a peardpoBaHHe Ha KOMIIbIOTEPHBIE
UHIUAEHTH! (pyKOBOAWTENW pabo4yuX TPy pearupoBaHMs Ha KOMIIBIOTEPHbIE
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MHLUIEHTBI) Ha3HA4aloTCs MOCTAHOBICHUEM AIMUHHUCTpalvu BepXHecalauHCKOro
MYHHULUIIAJIBHOTrO OKpyra CBepasioBCKOM 00J1acTH.

Cneuuanuctel, OTBETCTBEHHbIE 3a pearupoBaHHe Ha KOMIIBIOTEPHbBIE
MHLUICHTBl (pYKOBOAMUTENIM pabo4yux TIpynn pearupoBaHHUs Ha KOMIIbIOTEpPHBIE
MHLMJIEHTHI), OCYLLECTBISAIOT CAEAYIOLIYIO AeATEeIbHOCTb:

1) npoBeneHue mpoBepKH (AKTOB BO3HUKHOBEHHMS  KOMIIBIOTEPHBIX
MHLIUJCHTOB C LIeJIbI0 UX MOATBEPKIACHHUS;

2) peructpauus KOMIbIOTEPHBIX UHIIMACHTOB B Cllydae UX MOATBEPKIACHUS;

3) KOHTPOJb BBINOJHEHUS 3TAllOB pearupoBaHUsi Ha KOMIIBIOTEPHbIE
MHLUAJCHTBHI.

[Ipy ocylecTBIEHMH KOHTPOJS BBIOJHEHUS ITAloOB pearupoBaHUs
Ha KOMIIbIOT€pHble MHILMIEHThl CIELUAINUCT, OTBETCTBEHHbIH 3a pearupoBaHUe
Ha KOMIbIOTEPHBbI HHUUAEHT (pyKoBOAMTENb pabouell TIpynmbl pearupoBaHHUs
Ha KOMITbIOTEpHbIE MHUMUIEHTHI), JOJDKEH MPUHUMATh pelleHHe O HeOOXOIUMOCTH
NpUBJIEYEHUS] OpraHU3alWd, OCYIIECTBISIIONIeH KOOPAMWHALHUIO JeATeNbHOCTH
B YaCTH yNPaBJIC€HUS] KOMIIBIOTEPHBIMU UHLIMIEHTAMH.

[TpoBepka dakta  BO3HMKHOBEHHUS KOMITBIOTEPHOIO MHIMIEHTA
npeaycMaTpyBaeT BHIMOJHEHHE CIeAyIOLIMX IPOoLeayp:

1) ananu3 uHopMauMy, colepKalleicss B KapTouke MpU3HAKa BO3MOXKHOIO
BO3HMKHOBEHUS KOMIIBIOTEPHOIO UHLIU/IEHTA;

2) cOop nomonHUTENbHON HHGOpMalUHU, TpeOyemMol i MOATBEPKICHUS
(aKkTa BOBHUKHOBEHUS KOMIBIOTEPHOT0 MHUUAEHTA (IPpY HEOOXOAUMOCTH), B XOl€
KOTOPOI'O MOT'YT BBINIOJIHSTHCS:

3) ompoc  mosb3oBareiel  MH(MOPMALMOHHBIX PECYpPCOB, BOBIEYEHHBIX
B KOMITbIOTEPHBIA HHLUEHT;

4) onpoc cneuMalMCTOB MOAPA3AEIE€HUN, OTBETCTBEHHbBIX 3@ JKCILTyaTallUIO
MH()OPMALIMOHHBIX PECYpPCOB, BOBIEYEHHBIX B KOMIIBIOTEPHbIN UHIUIEHT;

5) nonyyeHue OaHHBIX O (PYHKUMOHUPOBAHUU CEPBUCOB, 0OECIEYMBAIOLIMX
peanu3aluio KpUTUHYECKUX MPOLECCOB OpraHU3aluu;

6) mpoBepka JKypHaJIOB COOBITHM Ha TMpeAMeT HaJIU4Yusi CBHUIETENILCTB
0 HECAaHKLIMOHUPOBAHHOM MIPOCMOTPE, U3MEHEHUU WU yaleHUH UHPOPMALIUH;

7) uHBIE NEWCTBUS, MO3BOJSIOLLIUE IMOJYYUTh HHGOPMALMIO, HEOOXOAUMYIO
1T IPUHSATHUS PELLIEHUs O PETUCTPALIUU KOMIIBIOTEPHOIO MHIIM/IEHTA.

Kaprouka mnpu3Haka BO3MOXXHOIO  BO3HMKHOBEHHMS  KOMIIBIOTEPHOIO
MHIMEHTa [OJDKHA COAEp)KaThb MHPOpMaLUI0 000 Bcex COObITUSAX 0e30MacHOCTH
Y VHBIX JaHHBIX MOHUTOPHUHIA, KOTOPBIE MOCITYKUJIN OCHOBAaHUEM JJI pErUCTPALUU
NPU3HAaKa BO3MOXHOIO BOSHUKHOBEHUSI KOMIIBIOTEPHOI'O HHIMCHTA.

Jlns  mnpoBeneHHUss TPOBEPKH (akTa BO3HUKHOBEHHMS KOMIIBIOTEPHOIO
MHIMJIEHTa CHEeLUAIUCTy, OTBETCTBEHHOMY 3a pearMpoBaHHe Ha KOMIIbIOTEPHBIN
MHIMIEHT (PYKOBOAMUTENIO pabouell rpymnIbl pearupoBaHUsl Ha KOMIIbIOTEpHbIE
MHLUICHTHI), TpeOyeTcs ciaeayroiiasi UHGpOoOpMaLus:

1) noarBeprkaaroras WU ONpoBepraro1as dakT NpUBEICHUS
MH(QOPMALIMOHHOIO pecypca B COCTOSIHME, IpH KOTOPOM OH TOJHOCTBIO
WIM 4YaCTMYHO He MoxeT oOpabareiBaTh HHGbOpMAIMIO, HEOOXOIUMYIO
ans obecrieyeHUs: KPUTHYECKUX MPOLECCOB, W/WIIM OCYIIECTBISATH YyNpaBleHUE,
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KOHTPOJIb UM MOHUTOPUHI KPUTHYECKUX ITPOLIECCOB;

2) moATBEpXKAAKOIIas WM OompoBepraroiias ¢akT HapylleHUus 0e30MacHOCTH
uHDopMalMK, HeoOXoAMMOW IIsi oOecrevyeHus KPUTHUECKUX IpOLIecCOB
(HapyleHUeee KOHPUAEHIIUATbHOCTHU, LIETOCTHOCTU W/UITU 10CTYTHOCTH);

3) NIpUHSTHE pPELIEHUS] O PEruCTpallMi KOMIIBIOTEPHOIO HHILHAEHTA, €ro
IIPUOPUTETE U YPOBHE BIIUSHUSA.

[Tocrie moaTBepxkaeHus (hakTa BO3HUKHOBEHMSI KOMIIBIOTEPHOIO WHIMIEHTA
OCYLIECTBIISIETCSI HEMEAJICHHOE YBEIOMJIEHHE CIIELMAIMCTOB, BXOASILIMX B COCTaB
paboueil rpymnmbl, Ha3HAYeHHOW M pearMpoBaHUs Ha 3aperUCTPUPOBAaHHBIM
KOMIIBIOTePHBIA UHLUMUIEHT.

B 3aBUCMMOCTM OT THINa KOMIBIOTEPHOTO WHLMAEHTAa aJAMHUHHUCTpALUS
NPUHUMAET pelleHue 00 YBEOOMJIEHUM I[IPAaBOOXPAHUTEIIBLHBIX OpraHOB HJIH
KOHTPOJIUPYIOIIMX OpraHoB B 00JacTH HHPOPMALMOHHON 0e30MmacHOCTH 00
KOMIIBIOTEPHOM HMHIIUJIEHTE.

5. PEATUPOBAHUE HA KOMIIBIOTEPHBIE UHIHUJAEHTbDI

5.1. O01He MoJI0KEeHU s

Cragusi «peardupoBaHHE Ha KOMIIBIOTEPHbIE WHLMIEHTBD) COCTOMT U3
CJIeIYIOIIMUX TOC/IeI0BaTEIbHbIX ITAMOB:

1) onpenesieHUe BOBJEYEHHBIX B KOMIBIOTEPHBIM MHUMIAEHT 3JIEMEHTOB
MHGOPMAITMOHHON UH(DPACTPYKTYPHI;

2) noKanu3alus KOMIBIOTEPHOIO HHLMUIAEHTA;

3) BBISBJIEHHUE TTOCIEACTBUNA KOMIIBIOTEPHOIO UHILIUAEHTA;

4) TUKBUALHUS TOCIEACTBUN KOMIBIOTEPHOTO UHIIU/IEHTA;

5) 3aKpbITHE KOMITBIOTEPHOTO UHLUAEHTA.

OtaenpHBIMU 3TalaMu B paMKax CTaJUU «pearupoBaHUE Ha KOMIIBIOTEPHbIE
MHIUIEHTBI» SBISIOTCS:

6) pukcanus MaTepHaioB, CBSI3aHHBIX C BO3HMKHOBEHHEM KOMIIBIOTEPHOIO
WHIHUIEHTA;

7) yCcTaHOBJIEHHE TPUYMH M YCJIOBUM BO3HMKHOBEHMS] KOMIIBIOTEPHOIO
UHIUJIEHTA.

JlaHHbBIE 3Tambl MOTYT TMPOBOJAMTHCS MapajliesibHO C OCTaJbHBIMU 3TallaMy
pearupoBaHUsi U JaXe TIOcJie 3Tama «3aKpPbITHE KOMIIBIOTEPHOTO HWHLUIAEHTa».
BrinonHeHHe TaHHBIX 3TANoOB HE BIUsET Ha 3aKPbITHE KOMITBIOTEPHOTO UHIMACHTA.

5.2. Onpene/ieHHe BOB/Ie4YeHHbIX B KOMIIbIOTEPHbIH HHIHIEHT 3JIEMEHTOB
HH(POPMALHOHHOH HHPPACTPYKTYPbI

Ha »5rane «omnpeneneHue BOBIEYEHHBIX B KOMIIBIOTEPHBIA WHLUIAEHT
3JIEeMEHTOB MH(GOPMALMOHHOW HHGPACTPyKTYpbl» CHELUATMCTaMU, BXOISALIUMHU B
cocTaB paboued TrpyInbl pearupoBaHUsl HAa KOMITBIOTEPHBIM MHIUAEHT, JOJIXKHBI
BBITIOJIHATBCS ~ JEHCTBUSI, HAlpaBJIEHHbIE Ha OIpelelieHHe BOBJIEYEHHBIX B
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KOMIIBIOTEPHBIM WHUUJEHT 3J€MEHTOB HMH(OPMALMOHHOW HHOPACTPYKTYphl, Ha
KOTOPBIX UMEIOTCSl MIPU3HAKH 3apEeruCTPUPOBAHHOIO KOMIIBIOTEPHOIO MHIMAEHTA, C
LIEJIBIO UX JlaJIbHEHIIEeN JOKaIu3aliu.

Ha pucynke 1 mnpencrtaBieHa cxemMa OpraHM3allMOHHOIO IIpolecca 3Tana
«OmlpeleieHue  BOBJIEYEHHBIX B KOMIIBIOTEPHBIM  MHIMIEHT  JJIEMEHTOB
UHPOPMALIMOHHOM HHGPACTPYKTYpPhI».

CxeMa opraHM3allHOHHOIO Mpollecca 3Tana «onpejaejieHHe BOBJI€YEHHbIX B
KOMIbIOTEPHBIH HHIHAEHT 3/IeMeHTOBHH()OPMALIHOHHOH HH(PPACTPYKTYpPbI»

PaBouas rpynna o, Onpepenexue BoBNEYEHHbIX
pearvupoBaHusa Ha ‘__ 8 KOMNbIOTEPHbBIW MHUUAEHT
KOMMBIOTEPHBIA UHLMAEHT 3N1EMEHTOB MHDOPMALUMOHHOU
MHOPAaCTPYKTYpb!

MNepenaqa nHdopmaunm
O BbINOMHEHHbBIX
AENCTBUAX

lNpoTokonupoBaxue
BbINCNHEHHbIX AeNCTBUA

BoBne4eHHbIE B KOMMNBIOTEPHbLIV
UHUWAEHT 3NEMEHTbI MH(POPMALMOHHOW
UHPPACTPYKTYPbI ONpeaeneHbl

MNposepka NonHOTLI Mepexog Ha 3Tan
l' ¥ BOCTATOHHOCTM «fiokanusauus

Cneunanicr, OTBETCTBEHHbIA UHGOPMaLUMK KOMMbHTEPHOTO WHUMAEHTEY
3a pearMpoBaHWe Ha KOMNbIOTEPHbINA
VHUMAEHT (pykoBoanTENs paboyen Tpebyembin acbpexT

YNNI PEArMpoBaHvA Ha oTcyTCcTRYET Co3naHve 3aaanus
KOMMLIOTEPHBIE UHLMAEHTbI) Ha [0PabOoTKy BbINONHEHHBIX
AewncTsui
Puc. 1

Jlns ompeneneHUss BOBJIEYEHHbIX B KOMIIBIOTEPHbIM WHUUAEHT 3JIEMEHTOB
UHPOPMALIMOHHOW HHPPACTPYKTYpbl CIELYeT H3YYUTh COCTOSHHE JJIEMEHTOB
HHGOPMaLIMOHHON UHGPACTPYKTYPBHI.

W3ydyeHHe COCTOSHHUS 3JEMEHTOB HMH(DOPMALMOHHONH HHQPACTPYKTYpPHI
JIOIyCKaeTCs OCYIECTBISATh C UCIOJIB30BaHUEM MPOrPaMMHBIX HU/HUIU IPOrpaMMHO-
TEXHUYECKUX CPEACTB, IpeIHAa3HAYEHHBIX:

1) nnis momy4yeHus: Joctyna K (ainoBoi cucTeMe;

2) monay4yeHus AOCTYMa K XXypHajlaM perucTpauuy coObITHI 6€30I1acHOCTH:

a) onepauronHo# cuctemsl (OC);

0) cpencTB 3allMThl HHOOpPMALIMKU (AHTUBUPYCHBIE CPEICTBA, CPEACTBA
OOHapy)KeHHsI KOMITBIOTEPHBIX aTaK U UHbIE CPeJICTBA 3aLUThl MH(YOPMALIUH);

B) MPUKJIAAHOro nmporpaMMHoro obecnevyenus (110);

3) ckaHHpOBaHUs (GaiIOBON CUCTEMBI C 1IeIbIO BbIsiBIeHUs BpeaoHocHoro [10;

4) npoBeA€HUS] UHBEHTAPU3ALIUH;

S) mpoBeieHUs aHalIu3a ysI3BUMOCTEH;

6) OolIeHKH paboTOCTIOCOOHOCTHU U MPOU3BOAUTEILHOCTHU JIEMEHTOB
UHPOPMALIUOHHON UHPPACTPYKTYPBbI;

7) nony4eHus: “HGOPMAIIUK U3 CIykKObl KaTaJIOroB;

8) mony4deHHs mapaMeTpOB CETEBLIX HACTPOEK U MH(POPMALIUHU O CETEBOH
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AKTUBHOCTH 3JIEMEHTOB HH(DOPMALIMOHHON HHGPACTPYKTYPHI;

9) aHanu3a ceTeBOro Tpaduka, LUUPKYJIUPYIOLIErO MEXIY 3JIeMEHTaMH
HH()OPMaLIMOHHON HHPPACTPYKTYPHI, a TaKXkKe IPYyTUMU QYHKLIUOHUPYIOILIUMHU B CETH
«MHTepHEeT» pecypcaMu, B TOM YHUCIIe 3apUKCHPOBAHHOIO B MOMEHT BO3HUKHOBEHHUS
KOMITBIOTEPHOI'0 HHUKAEHTA (IPYU HAJTUYUKU TaKOH BO3MOKHOCTH);

10) oOHapy»)eHUSI KOMIIBIOTEPHBIX aTakK.

5.3. Jlokaqn3auusi KOMIbIOTEPHOI0 HHUHAEHTA

Ha »oTanme «iIokaju3amuMsi KOMIIBIOTEPHOTO WHLHUIEHTA» CIELHAIUCTAMH,
BXOJSIIIMMH B COCTaB pabouel rpyIIbl pearupoBaHUs Ha KOMIIBIOTEPHBIA MHLIU/IEHT,
JIOJIXKHBI BBITIOJIHATHCS IercTBuS, HamnpaBJIeHHbIE Ha  OrpaHUYEHHUE
(GYHKIIHOHUPOBAHUS JIEMEHTOB WH(POPMALIMOHHON MH(MPACTPYKTYphl, BOBIEYEHHBIX
B KOMITBIOTEPHBIN MHIUICHT, C EeJIBIO npe10TBpallleHUs
ero JajJbHEeHIIero pacnpoCcTpaHeHHs!.

Ha pucyske 2 npezacrapieHa cxemMa OpraHM3allMOHHOIO IIpoLecca dTamna

«JIOKaJIU3alusi KOMIIBIOTEPHOTO HHLIUIEHTa.

Cxema OpraHH3allHOHHOI0O Mmpouecca 3Tana «J1oKaJdu3aluus
KOMINIBIOTEPHOIoO HHUHAECHTA»

CReunanicT, OTBETCTBERHbIN Y
33 PEArMPOBAHNE HA KOMNBIOTEPHBIA r O“pep‘en?we
VHUMABHT (PyKoBOAWTENL padouen REPBOCHEPaANbIX MEP
rpYNNbl PEarnpoBaHUs Ha
KOMNBITEPHDBIE UHUKAERTDI) o
r———— |
Onosewgerne { OrpanuyeHne B33vmMogenCcTBrR dukcaums marepmanos, :
O KOMMBKTEPHOM MHUMAEHTE | | Orpanuuenue gocryna obbekTa ataxm C MHbIMK CBS3aHHbIX C BO3HWKHOBEHWEM | |
| K 0BwbeKTy aTaku anemeHTamn uncbopmaumonHoi | **®|  komnbioTepHoro ukunaerTa |
l | UHPaCTPYKTYPbI (UMdpoBbLIX CBUAETENLCTB) |
Nonb3osarens UKDOPMALNOHHO g Il_ _:

pecypca, 3aaencTBOBaHHONo '
8 KOMNbIOTEPHOM UHUMAEHTE

BbinonHeHue onpegeneHHsix
I nepsocuepeaHbix Mep

%

Cneynanucr, OTBETCTBEHHbIN @

3a pearuposanue Ha '

Pabouas rpynna
pearuposarna
Ha KOMNbIOTEPHDIN MHLUASHT

Mportokonuposanue
BbINONHEHHbIX AEACTBUN

Boinonxexue mep
N0 NOKaNU3ayuu

0O BbiNONHEHHbIX MEpax

=}
MNepepava uxgopmaumnn :
|

J

KOMNBLIOTEPHBIA WHLUMAEHT

KOMMNBIOTEPHBIN MHUNAEHT
NOKanNW3oBax

(pyxoBoaurens patouei rpynnel
Pe3arMpoBaHUA Ha
KOMMBIOTEPHbLIE MHUWAGHTbI)

MNepexoa Ha atan «BbiABNEHUE
NOCNEACTEUN KOMNBIOTEPHOMO
wHUMAEHTa»

Mposepka
3PPEKTUBHOCTN
BbINONHEHHBIX MEP

Tpebyembin adekt
oTcyTCTRyeT

Co3nanue 3803HuUs Ha
[0paboTky BHINONHEHHBIX MED

Puc. 2
K nmnpumepam BO3MOXHBIX [OEMCTBUH, KOTOpble MOIYT BBIIOJHITHCS
IPH JOKATH3AIMH KOMITBFOTEPHBIX MHIUAEHTOB, MOXKHO OTHECTH:
1. [IpumeHeHKe GIOKMPOBOK (HUCMOIB30BAaHUE MEKCETEBOIO IKPaHa).
BJIOKMPOBKH C HCIIOJIB30BAaHMEM MEXKCETEBBIX 3KPaHOB MCIIONIB3YHOTCS IS
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MpeqOTBpAllleHUss  HEeCAaHKUMOHMPOBAHHOTO  BO3IEHCTBUS. Hanpuwmep, &
MCIIOJIE30BAHUEM MEXCETEBOr0 3KpaHa MOXHO 3a0JOKMpOBaTh MHGOpPMaLUMOHHBIE
notoku ¢ IP-aapecoB, ¢ KoTOpwIX pacmpoctpaHsieTcst BpenoHocHoe [10, mmnuonckoe
I10, a Taxxe IP-agpecoB MOYTOBBIX PeTPAHCISTOPOB, ICTOUHUKOB (PUILINHIA U CIIaMa.
[TouToBbIE OJOKMPOBKHM BKIIOYAIOT B ceOsl (DUIBTPALMIO BIIOKEHHH, CTPOK TEMBI
U ampeca ormpaButeneid. Jlns mnpenoTBpallleHUs J0CTyla K Hepa3pelleHHbIM
WM BpeIOHOCHBIM BeO-caifiTaM Ui XocTaM (y371aM) MOTyT IPUMEHSATHCS OJIOKUPOBKH
URL-anpecoB U TOMEHHBIX UMEH.

2. OTkaroueHue (301U, UCKITIOYEHHUE).

OTKIIOUEHHE 3apaXKEHHOTro 3JieMeHTa HH(GOPMAlMOHHOW HMHQPPACTPYKTYpPbl
(rpymmbl 3J€MEHTOB WM HMH(OPMALIMOHHOTO pecypca B 1IEJIOM) OT JIOKaJIbHOU
BBIYMCJIMTENIGHOH CETH MOJXKET TPeJOTBPATUTh 3apa)keHUe OCTAJIbHOW YacTh
HHpOpMALIMOHHOW  MHOpacTpyKTyphl. OTKIIOYEHHE  3apaKEHHOro  3JIEMEHTa
MHPOPMALIMOHHON HHAPACTPYKTYpb! (FPYHIBI 3JIEMEHTOB WM HH()OPMALKOHHOTO
pecypca B LeJIOM) OT ceTH VHTepHeT Wiu JrOOBIX APYrHX OOLIENOCTYIHBIX CETEH
CBS3M MOJXKET IMpPeNOTBPATUTh HECAHKLIMOHUPOBAHHBIA HOCTYIl M, COOTBETCTBEHHO,
HapylIeHHe KOHMHUIEHIIHATBHOCTH, eJIOCTHOCTH M AOCTYNHOCTH HHpopmauuu. B
HEKOTOPBIX Cly4asiX IeJecoo0pa3HO OCYILECTBIATh MOHUTOPHHI BpeIOHOCHOH
aKTHBHOCTH, OTPaHWYMB IIPH 3TOM BO3MOXXHOCTH 3JIOyMbILIUIEHHHKA aTaKoBaTh
apyrue uHGOpMaLMOHHBIE PECypChI.

3. Breikirouenue.

Ecau  nanpHeliliee  (QyHKIHOHUPOBaHWE  d3JeMeHTa  MH(POPMALMOHHOM
HH(PaACTPYKTYphl (FPYMIbl 3JIEMEHTOB WM HH(MOPMALMOHHOIO pecypca B LeoM)
NpUBENET K YHHUYTOXKEHHIO ([IOTepe) HAaHHBIX, MOXET ObITh IMPHHATO pelIeHUe
0 MpeKpalleHuH (YHKIIMOHUPOBAHHS 31eMEeHTa HHPOPMaLlMOHHON HHAPACTPYKTYPbI
(rpyImBl 3JIEeMEHTOB WM HHGOPMALMOHHOrO pecypca B 11ej0M). CrenyeT yunuThIBaTh,
4YTO  BBIKJIIIOYEHHE 3jJeMeHTa HWHGOPMALMOHHON  UHPPACTPYKTypbl  MOXKET
OTpHIIATEIbHO CKa3aTbcsi Ha paboTe KOHKPETHBIX I10J1b30BaTeliel, CEPBUCOB
U pa3IM4YHBIX KPUTUYECKUX IpoleccoB. JlaHHOe pelleHHe HOJDKHO MPUHUMATHCS
B KOOpPIAMHAlMM C COOTBETCTBYIOLIMM pPYKOBOAUTEJIEM W/HMIM OTBETCTBEHHBIMH
3a KCILTyaTalnio HHHOPMALIMOHHBIX PECYPCOB OpraHU3alluH.

4. I3ameHeHus: MapLIpyTH3aLUH.

M3MeHeHHsT MaplIpyTH3allUd OCYLIECTBISIOTCS C  LEJNbI0  YCTpaHEHHs
MaplipyTa, o KOTOpPOMY AeHCTBYET 3/I0YMBILJIEHHHUK, IIPENSTCTBYS €MY B IIOJyYeHUH
JocTyna K HHGOpMaIMOHHBIM pecypcaM, KOTOpble MOTYT SIBJISThCS OOBEKTaMH aTaKH,
a Takke OJIOKMPOBaHHsS MEXaHHW3MOB Iepelnaud (pacrnpocTpaHEHHUs!) BPEIOHOCHOTO
[10.

5. OtkiroyeHure Ui OJIOKUPOBAHUE MPOLIECCOB.

B 1aHHOM cllydae OCYUIECTBISIETCS OTK/IIOYEHHE MM OJIOKUPOBaHHUE
MPOLIECCOB, KOTOPbIE MOIJIA OBITh UCIIOIB30BAHbI 310y MbIIIEHHUKOM.

6. OTKJIFOYeHHEe YYETHBIX 3alliCel NOoJb30BaTENEN.

B 1aHHOM clydae OCYIIECTBISETCS OTKIIOUYEHME YYETHBIX 3alucel
noJib30BaTejie, KOTOpble MOTJIU ObITh UCTIOIB30BaHbI 3JI0YMbILIIJIEHHUKOM.

JIrobble M3MeHeHHss B HHGOPMALMOHHBIX pecypcax, BKIIOYas IEeHCTBUS
M0 JIOKAJW3allMM KOMITBIOTEPHOTO HMHIUMAEHTa, MOTyT I[IpUBECTH K TMOTEpe
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(YHMYTOXKEHHI0) WHGOpPMAIMK, CBS3aHHOM C BO3HMKHOBEHHEM KOMIIbIOTEPHOIO
UHIIMICHTa (g poBbIX CBUJIETENIbCTB). Cnenyet yOenuThes,
yTo BCS HMH(MOpMalLUs, HeOOXOauMas M YCTaHOBJIEHUS NPUYMH U YCIIOBHMH
BO3HMKHOBEHHS KOMIIBIOTEPHBIX WHIUAEHTOB (LM POBbIE CBUIETENBCTBA), COOpaHa
B [IOJJHOM 00beMe Tepe]l BHECEHHEeM KaKUX-TH00 CUCTEMHBIX U3MEHEHHH.

5.4. BbisiB/IeHHe NOC/1eACTBHH KOMIIBIOTEPHOI0 HHIHAEHTA

Ha osrare «BBISBJIEHHE TMIOCJIEICTBUA  KOMIIBIOTEPHOIO  WHUHUAEHTA»
CHEeLMaIMCTaMH, BXOISUIMMH B COCTaB paboyeill rpynnbl  pearnpoBaHUs
Ha KOMIIBIOTEPHBIM HWHIIUIACHT, MOJDKHBI BBIMIOJHSATHCS J1€MCTBUS, HaIlpaBI€HHbIE
Ha  BbISBJEHME [PU3HAKOB  HEraTMBHOIO  BO3JEHCTBUS  HA  DJIEMEHTHI
HH()OPMAIIMOHHON HHPPACTPYKTYpPbl, BOBICYEHHbIE B KOMIIbIOTEPHBINA HHILIUIEHT.

[Ipy BBISIBIEHHUM TMPU3HAKOB HETATUBHOIO BO3JIEHCTBHUS HaA 3JIEMEHTbI
HH()OPMAIIMOHHONW HMHGPACTPYKTYphl, BOBIE€YEHHbIE B KOMIIBFOTEPHBIM HMHIHUIEHT,
CHELMAIUCThI, BXOIfAIIME B  COCTaB pabdodeil  Ipynmel  peardpoBaHUs
Ha KOMITBIOTEPHBIM MHUUIEHT, JOJKHBI IPOBECTH AETAJbHBIA aHAIU3 MUMEIOLIUXCs
JaHHBIX O KOMITBIOTEPHOM MHLIAEHTE.

Ha pucyHke 3 mpencraBieHa cxemMa OpraHM3allMOHHOIO IIpolecca dTara
«BBISIBJIEHUE MOCIECTBUNA KOMITBIOTEPHOIO HHUUAEHTAY.

Cxema OpPraHH3allMOHHOrIO Mmpouecca 3Tana «BbIiBJICHHE nocJieACTBUH
KOMNBHTEPHOI0O HHUHACHTA»

BbiasneHue npusHakos OnucaHune npu3HakoB HEraTUBHOIO
Pabo4as rpynna o, HEeraTUBHOIO BO3AEUCTBUA HA BO3AENCTBURA Ha 3NEMEHTbI
pearvpoBarnua Ha 3NEMEHTbI MHOPMALUNOHHON MH(OPMaUNOHHOM
KOMNBLIOTEPHbIA UHLUMAEHT “ MHPPACTPYKTYPb MHPPACTPYKTYPEI

Mepeaada vHdopmauun

MpoTok HU
o Bbm.onHeHHb'x BblnggHZHzanf zae??lcrsm
AENCTBMAX
MNocneacTena KOMNBKTEPHOTO
MHUMAEHTa onpeaeneHsb!
CReunanvcr, oTBETCTBEHHbIA ga MNpoBepka A0CTATOMHOCTH MepexopHa stan
3a pearuposaHue Ha r BbINONHEHHbIX AEUCTBUN «NMKBUAALINA NOCNEACTBAN
; ASUC KOMMBKOTEPHOTO MHLUMAEHTAY
KOMMNbHOTEPHBIN UKLUMAEHT
(pykoBoauTens pabouen rpynnei
pearupoBaHus Ha Tpebyembin acpdexT
KOMNbIOTEPHBIE MHUWAEHTbI) oTcyTCcTBYET Cospanve 3apaHns
Ha AopaboTKy BbIMNONHEHHbIX
mep
Puc. 3

K npumepam mNpu3HAKOB HEraTUBHOIO  BO3JEMCTBUS HAa  DJIEMEHTHI
HH)OPMALIMOHHOW HH(PACTPYKTYypbl, BOBJIECYEHHbIE B KOMIIBIOTEPHBIA HHIMICHT,
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KOTOpbIE BBISBISIOTCS B XOJ€ aHalk3a HMMEIOIIMXCS JaHHBIX O KOMIIBIOTEPHOM
HHIIMIEHTE, MO’KHO OTHECTH ClIeyIollee:

8) Hemrarnas ~ ceTeBas ~ aKTUBHOCTh  3JIeMEHTa  MH()OPMALMOHHON
HHPPACTPYKTYPHI;

9) co3nanHble, MOAWGHULUPOBAaHHBIE, YyJaleHHble (albl, KaTajoru,
napameTpsl HacTpoiiku OC, cpeacTs 3amuThl HHGopMaLuy, npukiaagsoro 110;

10) OTKJIOHEHHMS OT JTAJOHHBIX (JOMYCTHUMBIX) TapaMeTpoB KOH(UIypaluu
OC, cpenctB 3amuThl HHGOpManuu, npukiaaasoro I10;

11) OTKJIOHEHHsI OT JTAJIOHHOrO (IOMmycTUMOro) cocraBa npukiaasoro I10,
ycranoBieHHoro B OC;

12) OTKJIOHEHHSI OT 3TAJIOHHOTO (JAOMYyCTUMOrO) COAEpXKaHUs CHUCTEMHBIX U
3alUIaeMbIX (anios;

13) BBINIOJIHEHHBIE TIOTEHLMAJIbHO BPEIOHOCHBIE KOMAaHIbl, B TOM 4YHCJE
pacIoyio’keHHbIe B ONIEPaTUBHOM MTaMSTH;

14) npu3HaKky, UASHTUPHULHUPYIOIIAE UCTOYHUK KOMIIBIOTEPHON aTakKH,

15) npusHakd cOoeB, TMepe3arpy3oK, OCTAaHOBOK M JPYyTMX HapyUIeHHH
B wraTHOM padore OC, cpeacTB 3auThl HHGOpMaLUH, npukaaanoro I10;

16) npu3HaKy HapyLeHnH GYHKIHOHUPOBAHUS CETEBBIX CIIyK0O, aHOMAJILHOTO
MCII0JIb30BaHHUsl CUCTEMHBIX PECYPCOB;

17) npyras nuHdopmaius, XapakTepHas 17151 OTAEIbHbIX TUIIOB KOMITBIOTEPHBIX
WHIIMIEHTOB U KOMITBIOTEPHBIX aTaK.
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5.5. JIlukBuaanus nocjaeacTBum KOMINBIOTEPHOI0O HHUHAEHTA

Ha o»rane «JIMKBHAAIMS TOCIEACTBUM KOMIIBIOTEPHOIO  HHIHUIACHTA»
CHEeLMAIUCTAMK, BXOASIIMMH B COCTaB pabodeil TIpyIIbl peardupoBaHMUsI
Ha KOMIIBIOTEPHBIA WHLMIEHT, JOJIKHBI BBINOJIHATHCS [EMCTBHUS, HalpaBlIeHHbIC
Ha yCTpaHeHHe IOCIEeJACTBUN HEraTMBHOIO BJIMSHHS KOMIIBIOTEPHOTO WHLUHICHTA
Ha UH(OPMALIMOHHBINA pecypc (110 BO3MOXHOCTH) W/UIIM BOCCTAHOBJIEHHE 3JIEMEHTA
HH(POPMaLIUOHHOM UH(DPaCTPyKTypbl (rpynmsl 3JIEMEHTOB
Ui MHGOPMALMOHHOTO  pecypca B LeJoM) HW/uiad — obOpabaThiBaeMOi
B HeM HH(pOpMaLUu.

Ha pucyHke 4 mpejacTaBleHa CXeMa OpPraHM3alMOHHOrO Ipolecca 3Tana
«JIMKBHJIALIMS TTOCJIEICTBUI KOMIIBIOTEPHOIO UHLIUIEHTa.

Cxema OpPraHM3allHOHHOIO nmpouecca 3Tana «JIMKBHAAlHUs nocJieACTBUH
KOMIIBIOTEPHOI'0O HHUHACHTA)»

BoiNONHREMbIX paboT No nukeugaunu
pearupoBsaH1a Ha P: 0 Aauy cocrasa pa6ot

w On NEHUE HANP3BNEHNUs

Pabouas rpynna pene. P Cornacosarue
—

KOMNBIOTEPHBIA HLUMASHT NOCNEACTBUA KOMNBLIOTEPHOTO MHUMAEHTE

Mone3osatens HPOPMAUNOHHOO
pecypca, 3a4enCTs0BaHHOMN

B KOMNbIOTEPHOM UHLUMAEHTE j_
[ — — ——— e——— |
Il Otmena Ha anemenTe MHPOPMALUOHHON BoccraHosnenuwe ua | | Mepenada
i MHPACTPYKTYPbl, BOBNEYEHHOM 8 . oo | PE3EPEHBIX konui OC, :_. uHOPMaLUn
I KOMNBIOTEPHBIA MHUMASHT, BoISBNEHHBLIX npuknagHoro MO u | O BbINONHEHHbIX
L T—— | W3MEHEHUI OT BPEAOHOCHBIX AeACTBUI MHOopMaLum i AENCTBUAX
. == — —_—— == 4l

3a pearupoBaHue Ha
KOMMBIOTEPHbBIA UHLUNAEHT L]
(pyxosoanTens pabouen rpynnei '

NoCNencTBUA KOMNBIOTEPHOIO

pearmposatiMara WHUMAEHTA NMKBUAVPOBAHDI

KOMMbOTEPHbIE MHUWAEGHTbI)

MNpoBepka AOCTATO4HOCTH Mepexop Ha 3atan «3akpbITe

BbINONHEHHEX AEACTBUN KOMNbIOTEPHOTO NHUMAEHTa»

None3oBaTtens MHHOPMALMOHHOTO @
pecypca, 3apenCTBOBAHHOMN ' Tpebyembin apdexT
B KOMNbIOTEPHOM UHUMAEHTE oTcyTCTBYET
Co3panvie 3aparHus
Ha gopabotky
BbINOMNHEHHbIX AeVUCTBNIA
Puc. 4

K mnpuMepaM BO3MOXHBIX [IEHCTBUH, KOTOpbIE MOTYT OBITh BBIIOJHEHbI
JUIA  JMKBUIALMH  TOCIEACTBHM  KOMIBIOTEPHOIO  WHUMAEHTa, [PUBEILIETO
K HEraTHBHBIM ITOCIIEACTBUSIM Ha yPOBHE CETH, MOXXHO OTHECTH:

1) BHeceHne wH3MeHeHHH B mapameTpbl HacTpoek OC, cpeicTB 3allUTh
uHbopmauuu u npukiaagHoro 10, (yHKIMOHMpPYIOIIEro B HMHMOPMAaLUMOHHBIX
pecypcax, BOBJIEUEHHbBIX B KOMIIBIOTEPHBIM UHIIU/IEHT;

2) OTKJIIOYEHHE  HEHUCIIOAb3yeMbIX  (QYHKUMH  TeJeKOMMYHHUKAILMOHHOTO
obopymoBaHHs (HampuMep, OTKIIOYEHHE YS3BUMBIX CEPBHMCOB HIIM TPOTOKOJOB,
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KOTOpbI€ UCMOJIB30BAIUCH AJIs pacnpocTpanenus BpenroHocHoro [10);

3) cMeHa  ayTeHTU(PHUKAUMOHHOW  HH(OpPMALMKM  CKOMIPOMETHUPOBAHHBIX
yUeTHBIX3aIMCeH MOJIb30BaTENeH:

Ha TeJIeKOMMYHHUKAIIMOHHOM 000pYy10BaHUU;

CpeaCTBaxX MeXCETeBOI0 IKpaHUPOBAHMS,

CpeacTBaxX 3allMThl OT KOMIIBIOTEPHBIX aTakK, HallpaBJIEHHBIX Ha OTKa3 B
00cyKUBaHUH;

4) BHECeHHEe U3MEHEHUH B MpaBuia GUIbTPALIUUA MEKCETEBBIX DKPAHOB;

5) BHeceHHe W3MEHEHHI B MapamMeTpbl OYMCTKH Tpa(uKa B CPEACTBAX 3alUThI
OT KOMITBIOTEPHBIX aTak, HalpaBJIeHHBIX Ha OTKa3 B 00CIIy)KUBaHHH;

6) MOJKIIOUEHWE  PEe3epPBHBIX pPECypcoB  (KaHalbl  CBsS3H, CEPBEPHOE
obopyaoBaHHe, BHpTyalbHble MalllMHBI, OOOpYyJOBaHHME M3 COCTaBa 3aMacHBIX
UHCTPYMEHTOB U MPUHAJIEKHOCTEN );

7) Murpanus (mepeMelleHrue) BUPTyalbHbIX MAlllMH B CTOPOHHHE BUPTYyallbHbIE
UH(GPaCTPYKTYPBI.

K npumMepam BO3MOXKHBIX Mep, KOTOPbIE MOTYT OBbITh IIPUHATHI JUIs JIMKBUAALIUN
MOCIEACTBUH  KOMIIBIOTEPHOTO  MHLMJAEHTA, IPUBEALIEro K  HEraTHBHBIM
MOCJIeICTBUSAM Ha ypoBHe npukiagHoro [10, MOXHO oTHeCTH:

1) BbIMOTHEHHE  HACTPOWKH  Oe30macHOW  KOH(UIypalMH  IPHUKIaJIHOTO
uiu cnerranbHoro [10, BoBlIeYeHHOTO B KOMITBIOTEPHBIN WHIIUIEHT,

2) BOCCTAHOBIIEHHE W3 AKTYaJbHBIX pe3epBHbIX KOMHH (haiinoB, 6a3 NaHHbBIX,
KOH(MUTYPAI[HOHHBIX (aiIoB, MOABEPriIMXCS MOAU(PHUKALMU IPH KOMIIBIOTEPHOM
UHIIUJIEHTE;

3) BocCTaHOBIIEHHWE YyAalleHHbIX (ailyioB, B TOM YHCIE C HCIOJIE30BaHUEM
CHeIUaIbHbIX UHCTPYMEHTAJIBHBIX CPEJICTB;

4) ynanenre I1O, BOBIEYEHHOrO B KOMIIBIOTEPHBIM WHIMAEHT, H BCEX €r0
(baiiioB ¢ moceayroLIel yCTaHOBKOH akTyaiabHOH Bepcuu AaHHOoro 1O u akTyanbHBIX
O0OHOBJIEHU O€301aCHOCTH.

K nmpuMepam BO3MOXHBIX MepP, KOTOPbIE MOTYT ObITh IPUHSATHI [UIs IMKBUAALIUN
MOCJIEICTBHH  KOMITBIOTEPHOIO0  WHIMWAEHTA, [PUBEALIEro K  HEraTUBHBIM
nocineacTBusiM Ha ypoBHe OC, MOKHO OTHECTH:

1) ynanenue BpenoHocHoro [10;

2) oTMEeHa W3MEHEeHMH, BHECEHHBIX BpedoHOCHbIM [1O (Hampumep, ynaneHue
CO3JaHHBIX BpeaoHOCHbIM [1O ¢aitnoB, OTMEHa BBINOJIHEHHBIX W3MEHEHHUH B
KoHurypauu U Hactpoikax OC, yaaneHue co3aanHbiX Bpe1oHOCHBIM [10 y4eTHbIX
3anucen);

3) cMeHa ayTeHTH(PHUKALMOHHOM HHPOpMaLUU [l CKOMIIPOMETHPOBAHHBIX
y4YeTHBIX 3anuceid nmons3osaresneit B OC;

4) BOCCTAaHOBIIEHHE CPEACTB 3allUThl HH(OpMaALUU, (PYHKLIHMOHUPYIOUIMX B
cpene OC;

5) HacTpoiika Oe30macHOW KOH(UIypaluH CpPeICTB 3alUThl HH(OPMALMH,
byHkunoHupyromux B cpene OC;

6) HacTpoiika 6e3omacHoi KoHpurypanuu OC;

7) nepeycranoska OC wu mnpukiaagHoro [10 ¢ mocnenyromell yCTaHOBKOU
aKTyaJIbHbIX OOHOBJIEHUH 0€3011acCHOCTH.
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5.6. 3akpbiTHE KOMIILIOTEPHOI0 HHIIHAEHTA

PemieHue o0 3aKpbITUM KOMIIBIOTEPHOIO HWHLMIAEHTAa  [PUHUMAETCH 110
pe3yiabTaTaM IPOBEPKHU CHELMAIUCTOM, OTBETCTBEHHBIM 3a peardpoBaHHE Ha
KOMITBIOTEPHBIM HHIMAEHT (pyKOBOIUTEIeM pabouedl TIpyIIbl peardpoBaHMs Ha
KOMITBIOTEPHBINM WHIUACHT), B X0JIe KOTOPOU ONpeAeseTcs OJHOTa BhINOJIHEHHBIX U
3alPOTOKOJHUPOBAHHBIX JIEHCTBHUM 10 pearipoOBaHUIO Ha KOMIIBIOTEPHBIA WHIHIEHT,
BBITNIOJIHEHHBIX Ha Ka)KJIOM 3Talle pearupoBaHUs Ha KOMITbIOTEPHBIA HHLH/IEHT.

KapTo4ykyd KOMITBIOTEPHBIX HMHLUACHTOB IOCJIE 3aKPBITUS COOTBETCTBYIOLIMX
KOMITLFOTEPHBIX HMHILHMIEHTOB HE MIOJDKHBI YIalIAThCS, TaK Kak OHU MOIYT OBITh
UCIIOJB30BaHbl B JajJbHEHIIIEM KaK TUIOBbIE I1a0JIOHbI JEHCTBUM 10 pearupoOBaHMIO
Ha aHAJOTMYHble KOMIIBIOTEpHblE HWHUUAEHTbl M [pU I[POBEACHUH aHajIu3a
JEeSTENIbHOCTH 110 UX YIIPaBIIEHHUIO.

KapTo4yky 3aKpbhIThIX KOMIIBIOTEPHBIX MHLUIAEHTOB MOIYT HCIIOJb30BaThCS B
KayecTBE THUIIOBBIX IIAOJOHOB JEMCTBHH IO pearupoBaHUIO Ha AaHAJIOTMYHbIE
KOMIIBIOTEPHBIE MHIIMAEHTHI B OpraHU3allMy C Lesblo (GopMUpOBaHHUs Oas3bl 3HAHUH,
JIOCTYITHOM CIELUaINCTaM, BXOISIIMM B COCTaB pabOuMX TPy peardpoBaHUsl Ha
KOMITbIOTEPHBIE HHUUIAEHTHI PU paboTe ¢ HOBBIMU KOMITBIOTEPHBIMH MHIIMIEHTAMH.

6. DPUKCALIUSI MATEPUAJIOB, CBSI3AHHBIX C BOSHUKHOBEHUEM
KOMIBIOTEPHBIX UHIIUAEHTOB, 1 YCTAHOBJIEHUE IPUYUH U
YCJOBHUM UX BOSHUKHOBEHUS

6.1. Pukcanusa MaTepHaJioB, CBA3AHHBIX ¢ BOSBHHKHOB€HHEM KOMIIbHOTEPHBIX
HHIOHIACHTOB

CocTaB MaTepuajoB, CBS3aHHBIX C BO3HUKHOBEHHUEM  KOMIIBIOTEPHBIX
WHUUAEHTOB (LM(PPOBBIX CBHIOETENIBCTB), MOMIEKALMX (UKCAUUH, 3aBHCUT
OT THIa KOMIIBIOTEPHOI'0 HHIUAEHTA U €r0 MOCJIeACTBHH.

B pamkax pearnpoBaHusi Ha KOMIIbIOTEPHBIE HHIIUIEHThI MOTYT (PMKCHPOBATHCS
CleAyIOLIHe MaTepHalIbl, CBS3aHHbIE C BOSHUKHOBEHHUEM KOMIIbIOTEPHBIX HHIMIEHTOB
(uupoBbIe CBUAETENLCTBA):

1) a7eKTpOHHBIE 00pa3sbl IITATHBIX MAIIMHHBIX HOCUTeNeld HWH(OpMalUu
CPEICTB BBIUMCIUTENIBHON TEXHUKHM W/MIM CBEMHBIX MALUMHHBIX HOCHTENEH

uHbOpMaLUK;
2) coaepxumoe pabodeit mamsaTe (namn) npouecca, siapa OC uau OC B nenom;
3) ceTeBoii Tpaduk, HUPKYJIUPYIOLIHHA MEX Y BOBJIEUEHHBIMHU

B KOMIIBIOTEPHBIN HMHILHUIEHT 3J€MEeHTaMH WHGOPMALMOHHONH WHQPACTPYKTYyphl, a
TAK)Ke MEXIY dTUMH dJIEMEHTAMH U 3JIEMEHTaMU APYTuX (yHKLUHOHUPYIOIIHUX B CETH
HNuTepHeT pecypcos;

4) o6pas3isl BpenonocHoro [10;

5) ormenbHble  (aiyibl, TaKHe KaK OKypHalbl pEerucTpalud  COOBITHUH
6e3omacHOCTH, (aitinsl peectpa OC, CHCTEMHBIE U TTOJIb30BaTeIbCKHE (aiiIbl;

6) cooOl1IeHHUs 3JIEKTPOHHOM MOYTHI;
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7) CHUMKH COCTOSIHUSI BUPTYaJIbHBIX MAallIMH.

6.2. YcTraHoB/IeHHE IPHYHH H YCJIOBHH BO3SHUKHOBEHHsSI KOMIIbIOTEPHBIX
HHUHIEHTOB

JleSTENBHOCTh IO YCTAHOBJIEHHIO MPUYMH UM YCIOBMM BO3HHKHOBEHUS
KOMITLFOTEPHBIX MHIMIEHTOB HaIpaBlieHa Ha onpeiesieHre (GaKkTopoB, 00yCIOBUBIINX
BO3MOYKHOCTh BO3HUKHOBEHUS KOMITBIOTEPHOIO UHIMIEHTA
W/WJIHA CITIOCOOCTBOBABILMX €0 BO3SHUKHOBEHHUIO.

CylLIecTBYIOT pa3iu4Hble BHAbl aHalIM3a 3a(QUKCMPOBAHHBIX MAaTEpPHAJIOB,
CBSI3aHHBIX C  BO3HUKHOBEHHMEM  KOMIIBIOTEPHBIX  MHIHUAEHTOB  (LM(POBBIX
CBUJETENBCTB), KOTOPbIE€ MOTYT OBbITh BBINOJHEHbI Il YCTAaHOBJIEHHS TPUYUH
¥ YCIIOBHM MX BO3HUKHOBeHUs. K TakuM BU1aM OTHOCSITCS:

aHaJu3 JeWCTBUM MOJIb30BaTENIEH.

K cBemeHusM, MOMIEXKAIIAM H3YYEHHIO B XOJ€ aHalM3a JeHCTBHUH
MoJIb30BaTeeN, OTHOCSTCS:

1) neiicTBMS mMOJb30BaTejed, KOTOpbIE BBINOJIHAJINUCL [0 H BO BpeMms
PETMCTpallii KOMITBFOTEPHOTO WHLMJEGHTa (HampuMmep, IOCelleHHe Bed-caiTa,
OTKPBITHE COOOIIEHHUS IJIEKTPOHHOW IOYTBI, OTKPHITHE 3JIEKTPOHHOIO NOKYMEHTa,
NOJKJIFOUEeHHE HOCUTENS HHPOPMALUK U APYTHE);

2) cBeleHHs 00 MIHOPUPOBAHUH IOJIH30BATENIEM MOSIBIISIFOIIUXCS COOOIEHHUMH
OC, cpeacts 3aummrhl wuHbopMmauuu U npukiaagHoro I1O  (Hanmpumep, o
HEOOXOIMMOCTH BBIMOJIHUTE OOHOBieHHe OC, ee mnepesarpys3ky, O BBISBJEHHOM
MOTEHIHAJTbHO BpeIOHOCHOM (aiine);

3) ananmu3 OC 3nemeHTa HHOOPMALIMOHHON HH(PPACTPYKTYPBHI.

K cBemeHusM, NoiexaluMm u3ydeHHro B xone aHanuza OC snemeHTa
HH)OPMaLIMOHHONH UHPPACTPYKTYPBI, OTHOCATCS:

1) sxypHaibl (POTOKOJIBI) perucTpauny coosiTuii 6e3omnacHoctn OC, cpencts
3aiMThl “HGopMaumu U npukiagHoro [10;

2) uHdopMalus 0 3amyLeHHbIX IPOrPaMMHBIX IIPOLECCaXx;

3) unpopManius 00 YCTAaHOBJIEHHBIX CETEBBIX CECCUSAX M OTKPBITBIX CETEBBIX
noprax;

4) peectp OC (npu HaJIM4UK);

5) uadopmanus 06 atpudyTax 06beKTOB (haiI0BOM CUCTEMBI,

6) cocTaB yUeTHBIX 3alMCEN 10JIb30BATENIEN U UX I1PaB,;

7) aHaJIU3 3alIUIIEHHOCTH.

AHanM3 3alMIIEHHOCTH SBJISIETCS [POLIECCOM H3YyYeHHUs HUHQOpMaluu
06 akTyanbHbIX ys3BuMocTsix OC, cpencTs 3amuThl HHGopMaLuy U npukiaaanoro [10,
GYHKLIMOHUPYIOLIEr O B UH(GOPMALIMOHHBIX pecypcax, BOBJIEYEHHBIX
B KOMITbIOTE€PHBII MHLIUIEHT.

K cBeneHusM, MMOUIEKAIIAM H3YYEHUIO B XOJ€ aHajlW3a 3allUIIeHHOCTH,
OTHOCATCS:

1) cyuiecTByolIMe pe3ynbTaThl IPOBEJEHHS MEPONPHUATHH M0 aHaIu3y
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3alIMILIEHHOCTH HH(HOPMALIMOHHBIX PECYPCOB;

2) ceteBast koHpurypauus OC, npukiagsoro I10;

3) rpynmnoBble nonutuku 6ezonacuoctu OC;

4) hyHKUMOHABHBIE TapamMeTpbl HacTpoek npukiaagHoro [0, ciryx6 OC;

5) cocTaB yCTaHOBIEHHBIX (HEYCTAHOBJEHHBIX) AaKTyalbHBIX OOHOBIEHHH
6esonacuocty OC, cpencTs 3amuThl HHbOpMaLy 1 npukiaaHoro I10;

6) cocTaB MPOrpaMMHOrO U  amlapaTHOro OOecle4YeHHs 3JeMEHTOB
MHGOPMAILMOHHON UHGPACTPYKTYPbl, BOBIEYEHHBIX B KOMIILIOTEPHBIA MHIUICHT;

7) aHaIU3 CETEBOro Tpaduka.

K cBeneHusiM, MOAJEXKALIMM HM3YYEHHIO B XOJ€ aHajlW3a CeTeBOro Tpaduka,
OTHOCSITCS:

1) konus cereBoro Tpaduka W/HIH ero QparMeHTbl, 3a(UKCHPOBAHHbIC
CpelCTBaMM 3amucd (aHanu3a) cerTeBoro Tpaduka, u3 (B) cerMeHra (CErMeHT)
JOKAJIbHOM  BBIYHUCIMTENIBHOW CETH, B  KOTOPOM  pacCIlOJIOXKEH  3JEMEHT
MH(POPMALIHOHHOM HH(PACTPYKTYpbl, BOBICYEHHBIH B KOMIIbIOTEPHbBIH HHLUACHT;

2) KOmMsi ceTeBOro Tpapuka W/WIM ero QparMeHThl, 3a(UKCHPOBAHHbBIE
CpeJICTBOM OOHApYKEHHsI KOMITBFOTEPHBIX aTaK (CUCTEMOI 00HapyKeHHs BTOPIKEHHUM )
WJIM MHBIMH CPEJICTBAMH BBISIBICHUS yTpo3 0€30MacHOCTH HH(OPMAIIKH;

3) craTucTUyecKas U WHass WHGOPMALIKS O MOTOKAX CeTeBOro Tpaduka MEeXIy
3JIEMEHTOM UH(POPMaLIMOHHOH UHOPACTPYKTYPBI, BOBJIEUEHHbBIM
B KOMIIbIOTEPHBIM MHIHMIEHT W BEPOSTHBIM HCTOYHMKOM KOMIIBIOTEPHOW aTak, a
TaKKe MEXIy 3JeMEHTOM HHGOPMALMOHHON MHOPACTPYKTYpPhl, BOBJICYCHHBIM
B KOMIBIOTEPHBIA HMHIMIEHT, M IPYTMMU CETE€BBIMH YCTPOMCTBAMH JIOKAIbHOM
BBIYHCIIUTEJILHOM CETH,

4) cratucTMYecKas M MHas WH(QOpMauUWss O MOTOKax CeTeBoro Tpaduka,
3a)UKCUPOBaHHAs TeJIEKOMMYHHUKaLIMOHHBIM 00opy10BaHUEM WU
CIEeLUATM3UPOBAaHHBIMU CPEACTBAMU;

[ToroxoM ceTeBOro Tpahuka CuuTaeTcsi HAbOp CEeTEBBIX KaJPOB, IPOXOISIINX B
OJHOM HaIpaBJeHHH K OJHOMY CET€BOMY YCTPOMCTBY B pamKaX OJHOIO CETE€BOIo
ceaHca;

5) aHaIKM3 MPOrPaMMHBIX U HHPOPMALIMOHHBIX OOBEKTOB.

Jlns aHajM3a MPOrpaMMHBIX OOBEKTOB JOMYCKAeTCs BBINOJIHATH CleAyroLIre
MpOLeyPHhI:

1) oOparHas pa3paboTKa KCHONHAEMbIX U OMHApHBIX (alIoB IMyTeM
Au3acceMOIMPOBaHHA WX MAIIMHHOIO KOJAa, JASKOMIWISLMU (BOCCTAHOBIEHHS)
MPOrpaMMHOrO KoJa OO0 HCXOJHOro (IepBOHAYaJILHOIO), MCIIONIBb30BaHUS peXnMa
OTJaJKH MPOrPaMMHOTI0 KOAQ;

2) u3ydYeHHe TMOBEeIEeHUs MPOTrPAMMHBIX OOBEKTOB W BIIMSHHUSA WX Ha Cpeny
(GYHKUHOHMPOBaHUs, (alIoByI0 CHCTEMY B aBTOMAaTH3MPOBAHHOW 3aMKHYTOU
cucreMe (cpejie) peaBapUTEILHOTO BBIIIOJIHEHUS IPOrPaMM.

[Ipy yCTaHOBJIEHHH TNPHYUH U YCJIOBUH BO3HMKHOBEHHS KOMIIBIOTEPHOIO
MHIUIEHTa JOIyCKaeTCsi IMPOBOAUTh HECKOJIbKO BHAOB aHalu3a. YpPOBEHb HIIH
ryOWHa [POBOJMMOrO aHalM3a YacTO MOXeT 3aBUCEThb OT IIOCTaBIIEHHOW B
OpraHu3aliiy 3aJauH.
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7. AHAJIN3 PE3YJBbTATOB AEATEJIBHOCTHU 110 YIIPABJIEHUIO
KOMINBIOTEPHBIMU UHIIUJAEHTAMMU

7.1. O01mue noJI0KeHH s

Cragus  «aHaou3  pe3yjbTaToOB  JAEATEIBHOCTH [0 YNPaBIEHHUIO
KOMITbIOTEPHBIMHM MHLUAEHTaMI» BKIIIOYAeT B ce0s ClIeAyroLI1e 3Tarlbl:

1) mpuoOpeTeHWe W HaKOIUIEHHE OIbITa 10 pe3yJibTaTaMm YNpaBlIeHHs
KOMIIBIOTEPHBIMHM MHIIMIEHTAMH;

2) pa3paboTka peKOMeHIalui 10 YCTpaHeHUIO B HH(MOPMaLMOHHBIX pecypcax
MIPHYUH U YCIOBUN BO3HUKHOBEHHS] KOMITBFOTEPHBIX MHIIMIEHTOB,;

3) olleHKa pe3ynbTaToB U 3(PHEKTUBHOCTH pearnpoBaHUsi Ha KOMITBIOTEPHBIE
MHLMIEHTBI.

7.2. IlpuoOpeTeHHe H HAKOMJIEHHE ONBITA MO Pe3y/ibTAaTaM ylnpaBJieHHs
KOMNbKTEPHbIMH HHIHAEHTAMH

[lpouecc mnpuoOpeTeHHMss W  HAKOIUIGHUS  ONbITa  SABJSETCS — BaXHOU
COCTaBISAIOIIENH BEJEHHS JEATEJbHOCTH IO  YIPAaBIEHHUIO  KOMITBIOTEPHBIMHU
UHIUAeHTaMu. [lociie 3aBeplieHHsi BCeX ITAaloOB pearMpoBaHUSl HAa KOMIIbIOTEPHBIN
WHIMIEHT Ba)XHO, YTOOBI OpraHu3allds NMpUoOpesa M HAKOIMja ONBIT yIpPaBIeHUS
KOMITBIOTEPHBIMH UHLIMAECHTAMH.

[TlproOpeTeHHe ¥ HAKOIUIEHHWE OIbITa 110 pe3yjbTaraM yNpaBlIeHUs
KOMITBIOTEPHBIMU HHUUAECHTAMH I03BOJISET:

1) uaeHTH(UIUPOBATH METOIBI U CIOCOOBI OOHAPYKEHHS U PETUCTpalMH
KOMITBIOTEPHBIX MHLHUICHTOB M pPEarMpoBaHMs HAa KOMIIBIOTEPHbIC WHIMICHTBI,
KOTOpblE TOKa3adl CBOK 3(G(EKTUBHOCTL B OTHOIIEHHH YK€ 3aKpbIThIX
KOMITbIOTEPHBIX UHLIUAECHTOB;

2) nopaborarh (aKTyalW3UpOBaTh) [JOKYMEHTALIMIO B YacTH YIpaBJIeHUS
KOMIIBIOTEPHBIMH ~ MHIMIEHTaMH, B TOM uHUCle Hacrosuee Meroauyeckoe
PYKOBOJICTBO U IUIaH pearupoBaHUsl HAa KOMIIbIOTEPHbIE WHIIW/IEHTBI.

Bce u3meHeHHs (KOPPEKTUPOBKH, AOMOJHEHUS ), IIpe/ularaeMble K BHECEHHUIO B
IUJIAaH pearupoBaHUs Ha KOMIIBIOTEpHbIE MHLMUAEHTHI, OTHOCSIIMECS K OdTanam
«OoOHapy)KeHHe W PerducTpalys KOMIBIOTEPHBIX MHIMIEHTOB» W «pearMpoBaHHe Ha
KOMIIBIOTEPHBIE MHIUAEHTBI», JOJDKHBI OBITh HajjlekallliM 00pa3oM MpPOBEPEHBI
IPOTECTUPOBAHBI, T.e. JOJDKHBI ObITh NPOBEIEHbl TPEHHPOBKM MO OTPabOTKeE
MEpPOIIPUSATHH JIaHa pearipoOBaHUs Ha KOMIIBIOTEPHbIE HHIUIEHTBI B COOTBETCTBHH C
nonoxenussmu ['OCT P 59711.

7.3. Pa3paGoTka peKoMeHAal Ui M0 YCTPAHEHHI0 B HH(OPMALHOHHBIX pecypcax
NPUYHH H YCJIOBHH BOSHHKHOBEHHS! KOMNbIOTEPHBIX HHUH/IEHTOB
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[To pesynpraTaM  peardpoBaHUS HA  KOMIIBIOTEPHBIE  HMHIMICHTBI
M YCTAQHOBJIEHHMS NPHYMH M YCJIOBHH MX BO3HMKHOBEHHs CJIEIyeT pa3padarbiBaTh
PEeKOMEHIallM| 10 YCTPaHEeHHI0 B MHAOPMALMOHHBIX pecypcax MPUYWH U YCIOBHH
BO3HHUKHOBEHMS] KOMIIBIOTEPHBIX WHIMIEHTOB. Takue peKOMEHAaluuu MOTYT
BKJIIOYATh:

1) peKOMeHIaLMK 110 PUHSATHIO JOMOIHHTENbHBIX MEP 3aLIMThl HHYOPMALIMH B
COOTBETCTBUM C HOPMATHBHBIMH IPABOBBIMU aKTaMH M METOIMYECKHMH TOKYMEHTaMH
YIIOMTHOMOYEHHBIX (peJIepabHbIX OPraHoB HcronHuTenbHON Biactu (PCh Poceun u
®CTIK Poccuu), B TOM uucle N0pabOTKy (aKTyaln3alHio) W/WIK pa3paboTKy
JOKYMEHTAalLlMHK, periaMeHTHpyIoleil Bompockl — obecrieveHus — 0e30macHOCTH
OpraHu3alluy;

2) peKOMEeHJAlMH IO TMOBBILIEHAIO 3alMIIEHHOCTH HH(OPMALHOHHBIX
peCypcoB OT KOMIIBIOTEPHBIX aTakK;

3) peKOMeHIalMW [0 YCTPAHEHHIO TEeXHHYECKUX TpPUYUH W  YCIOBHH,
CIIOCOOCTBYIOLIMX TTPOBEIEHHUIO IECTPYKTHBHOTO BO3/IEHCTBUS HA HH(POPMALHOHHBIE

pecypchl.

7.4. Ouenka pe3yabTaToB H 3G (PEeKTHBHOCTH pearipoBaHHs
HA KOMNbIOTEPHbIEe HHUHAEHTbI

[TocJe 3aBeplLIEHHs BCEX ITANIOB PearupOBaHMs Ha KOMITbFOTEPHbI HHIUICHT
cleqyeT TpPOBOOUTH OLEHKY pe3yldbTaToB M S(P(EKTUBHOCTH NpPEINPUHATBIX
JNEUCTBUM.

Takas oLEHKa HampaBieHa Ha TO, YTOOBI OMNpEIETHTh, HACKOIBKO
> (peKTHBHBITE UK UHBIE TPOLECCH U MPOLIETYPbl pearipoBaHus Ha KOMIbIOTEPHBIC
WHIIMIEHTBI.

OLeHKy pe3yJbTaToB U 3P(PEKTUBHOCTH IEHCTBUH, MPEINPUHATBIX Ha KaXK10M
3Tane pearMpoBaHMs HA KOMIIBIOTEPHBIH MHIMIEHT, LeJeco00pa3Ho MPOBOAUTE B
OTHOLLUEHUH KOMITBIOTEPHBIX HHIUAEHTOB CO CPEIHHM, BBICOKUM WU KPUTHYECKHM
YVPOBHSMM BIHMSHMS M Ha OCHOBaHMM 33J0KyMEHTHPOBAHHBIX PpE3yJIbTaTOB
pearupoBaHHUs.

Takxke, TOciIe 3aBepIIEHHs BCEX 3TAllOB PearnpoBaHMSl Ha KOMIIBIOTCPHBIH
MHLUIEHT, 11eJIeCO00pa3Ho MPOBOAUTH paboyKe COBEIaHksi CO CIIeUATUCTaMH BCEX
noapa3sziesieHHii, y4acTBYIOUIUX B J€ATEIbHOCTH IO yNPaBICHUIO KOMIILIOTEPHBIMH
WHIMIEHTAMA Ha CTagusx «oOHapyXKeHHe M pEerucrpanusi  KOMIIBIOTEPHbIX
MHLHMIEHTOB» M «pearnpoBaHie Ha KOMIIBIOTEPHbIE HHIIUACHTBD.

Ha paGoyeMm COBelIaHUH 11e71ec000pa3HOo 0OCYAUTh ClieyOLe BONPOCH:

1) oleHKa IOCTATOYHOCTH M 3P(EKTHMBHOCTH IPOLECCOB M MPOLEAYP
pearupoBaHUs Ha KOMIIbIOTEPHbIE HHLIUAEHTBI, U3JI0)KEHHBIX B ILIAHE;

2) mpeiIOKEHHUsST 10 BKJIIOYEHHIO B IUIaH peardpoBaHMs Ha KOMIIBIOTEPHBIE
WHIMIEHTbl  JOIMOJHUTEIBHBIX IMPOLECCOB U  MpOUEayp, KOTOpbIE  MOTJIH
65 MOBBICUTH 3)(PEKTUBHOCTD JAEWCTBHUIA, BBIMIOJIHIEMBIX HA CTa[UIX «OOHApYXKEeHHE
¥ PETMCTpALlfsi KOMIBIOTEPHBIX MHLUIEHTOB» M «pearupoBaHWE Ha KOMITbIOTEPHBIC
WUHIMIEHTBI»;
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3) mpeIoKeHHsT MO HMCHOJIb30BAHHIO JOMOJHUTENbHBIX WHCTPYMEHTAIbHBIX
CpelICTB c (187 MOBBIILIEHUS 3¢ (HeKTUBHOCTH pearupoBaHus
¥ YCTAQHOBJIEHHS TIPHYMH U YCIOBHI BOZHUKHOBEHHS KOMIIBIOTEPHBIX HHIIMJEHTOB;

4) oueHka 3(pQeKTHBHOCTH OOMeHa HMHPOpMalKed O KOMIBIOTEPHBIX
MHIMIEHTaX MEXIy BCEMH CTOPOHAMH, NPHHMMAIOIIWMK y4YacTHEe Ha CTaaMsAX
«OOHApy)XeHHEe W PErucTpalys KOMIBIOTEPHBIX HHIMICHTOB» M «pearupoBaHUe
Ha KOMITbIOTEPHBIE MHLIAIEHTHI.

OueHka pe3ysibTaToB W 3(QQEKTUBHOCTH pearupoBaHMsi Ha KOMIIBIOTEPHBIE
MHIIAICHTH MOXKET OCYIIECTBJIATHCSA Ha OCHOBAaHUHU CIIEyIOLIMX MOKa3aTee:

1) cpenHee Bpems TIPOBEIEHHs NPOBEPKH [PHU3HAKOB  BO3MOXHOIO
BO3HMKHOBEHHUS KOMITBIOTEPHBIX UHLIUIAEHTOB,

2) cpeaHee BpeMsi ONpejeNeHUs BOBIEYEHHBIX B KOMITbIOTEPHBIH HHIMAEHT
3]1EMEHTOB HHPOPMAITHOHHONW HHPPACTPYKTYPHI;

3) cpeziHee BpeMsl JIOKaIU3alUi KOMIIBFOTEPHBIX HHIIWACHTOB,;

4) cpeiHee BpeMsl BbISIBIIEHUS MOCIIEICTBUH KOMIIBIOTEPHBIX HHIUEHTOB;

5) cpenHee BpeMst TMKBHIALMHU MTOCIEACTBUN KOMITbIOTEPHBIX HHLUEHTOB;

6) cpeaHee BpeMsi pearipoBaHuUsl HA KOMIIbIOTEPHbIE HHIIWACHTBI;

7) MPOLIEHT KOMIBIOTEPHBIX HHIMASHTOB, /151 KOTOPBIX ObLIIH HAPYLIEHbI CPOKH
BBINOJIHEHHUS 3TAIOB pearnpoOBaHHU.

8. OTBETCTBEHHOCTD

TpeGoBaHus HACTOSLIETO AOKYMEHTa 00s3aTesibHbl Ui BBIOJHEHHS BCEMHU
COTpPYJHUKAMH aJIMHHUCTPALMH COIJACHO HAa3HAYEHHBIM POJSIM M JOKHOCTHBIM
(TpyIOBBIM) 0OSI3aHHOCTSIM.

CoTpyOHMKH,  HApyHIMBIIWE  IIOJIOKEHHS  HACTOSLIEro  JOKYMEHTa,
MPUBIIEKAIOTCS K OTBETCTBEHHOCTH, YCTaHOBIIEHHOH 3aKOHO1aTeNbeTBOM Poccuiickor
®enepauuu.

HacTtosmee Metoauyeckoe PYKOBOACTBO, B TOM 4YHCIC NpeaynpexacHue
00 OTBETCTBEHHOCTH, TOBOJUTCS A0 BCEX COTPYAHUKOB IO MOAIHCH.
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IIpunoxenue No 1
K MEeTOJIMYECKOMY PYKOBOJCTBY IO
OpraHu3alMi  TEXHUYECKUX  MEPONPUSITUH,
HamnpaBJIeHHbIX Ha MPOBEJECHHE CIIy)KEOHbIX
MPOBEPOK NMPUBO3HUKHOBEHUH KOMITBIOTEPHBIX

MHIUJIEHTOB
Tabnuua No |
KYPHAI
perucrpauuu nHuuaeutos Ub
Bpems u nara Bpewms u narta Onucanue YyacTHUKH 3aTpoHyThbIE [IpuuunnbI BriBoib1
oOHapyXeHust 3aKpbITHS HUHIUJICHTA pearupoBaHus pecypchl ¥ PEKOMEH/IallUH 110
Ner/ WHIM/ICHTA MHIM/ICHTA aJIMMHUCTpAIH pe3yJsbTaram
A U MPOIIECCHI 3aKpBITUS
UHIUJICHTA
1
2
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[ Ipunoxxenue No 2
K METOJIMYECKOMY PYKOBOJICTBY no
OpraHM3alMi  TEXHUYECKHX  MEpPOIPHUITHH,
HamnpaBJeHHbIX Ha MPOBEACHHE CIlyXKeOHbIX
MPOBEPOK MPU BOZHUKHOBEHUH KOMITBIOTEPHBIX
MHUMJEHTOB

3 Tabnuua Ne 2
INEPEYEHDb TUITIOB COBBITUHU Ub

Y poBeHb MHLIUJIEHTA

Tun cobwiTuit Ub
n/n b
. |®usuyeckuit ypoBeHb 1. dusuyeckuid JOCTYN paOOTHUKOB U UHBIX JIMLL B 3[1aHUsl U [IOMEILICHUS;
MHQOPMAaILMOHHOU 2. ®usnueckui J0CTyNn pPaOOTHMUKOB M HHBIX JIML K CPEACTBAM BbIYMCIUTEIbHON TEXHHUKH|
HHPPACTPYKTYPbl M UX MCNOJIb30BaHUE;

3. Ucnonb3oBanre  pabOTHUKaMHW M MHBIMH  JIMUAMM  YCTPOWCTB  KOIMUPOBaHUs U
MHOTO(QYHKIIMOHAJIbHBIX YCTPONCTB;

4. Vi3MeHeHure napaMeTpoB HACTPOEK CPE/ICTB BbIYMCIUTENIbHON TEXHUKH, TEIEKOMMYHHUKALIHOHHOTO
000py10BaHU;

5. Vi3MeHeHHe napaMeTpoB HacTpoek obopyaoBaHus, obecreyrBarollero (yHKUMOHUPOBAHUE
CpPe/ICTB BBIUMUCIIUTEIbHON TEXHUKH;

6. Coon M oOTKasbl B pabore: CpPeIACTB BbIYUCIUTENBHOW TEXHWKH, TEJIEKOMMYHHKAIIMOHHOTO
060py10BaH#usi, 000py/10BaHKsl, 0OecneyuBaolero pyHKIMOHUPOBAHUE CPE/ICTB BbIYUCIUTEILHOM
TEXHHMKH, CPEJICTB 3allMThl HH(YOPMALIMHU, CeTeHl nepeaadn JaHHbIX;

7. ®u3nuyecKkoe BO3AEHCTBHE HAa CPEJICTBA BBHIYMCIUTENIBHON TEXHHUKH, TEJIEKOMMYHHUKALIMOHHOE
obopyioBaHKe, CpeCTBA 3alUThl MH()OPMALIUK U CETH Nepeadn TaHHbIX;

8. 3meHeHus napaMeTpoB PyHKIIMOHUPOBAHUS CETEH Nnepeayu JaHHbIX;

9.3amena u (uav) MoAM(dHUKALUS TMPOrPaMMHBIX W (MJIM) amnnapaTtHbiX YacTeld CpeiCTB
BBIYMCIIUTENLHONU TEXHUKH, T€JIEKOMMYHUKAITMOHHOIO 000pY/10BaHHUS;
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YpoBeHb UHLIUJIEHTA

Tun coosrTuii Ub

n/m b
10. OcylecTBieHne JeHCTBUI ¢ HOCHTENSAMHM WH(OPMAIMK, B TOM YHCJIE BBIHOC 3a IpPE/ebl
KOHTPOJIMPYEMOM 30HbI HOCUTENeH MH(pOPMAaLIKH;
11. BbiHOC 3a npe/iesibl KOHTPOJIUPYEMOii 30HBI IEPEHOCHBIX CPEJICTB BbIYUCIUTEIbHON TEXHUKH;
12. Ucnionb30BaHUe MEPEHOCHBIX CPEJICTB BBIYMCIUTENILHON TEXHUKH HA TEPPUTOPUH OpraHU3aLMK;
13. Tlepenaya cpe/iCTB BEIYMCIUTENBHOW TEXHUKH MEX]y CTPYKTYPHBIMH 110/1pa3Ae/ICHUSIMH;
14. Tlepenaya cpeicTB BBIYUCIUTEILHON TEXHUKU BO BHEIIIHHE OpraHU3al1K;
15. IpoBeaenure pabOTHUKAMH M WHBIMH JMLAMU (OTO- ¥ (MJIM) BHICOCHEMKH B 3[aHHMSAX WU
MOMEILEHHUSIX;
16. TIpoBeieHre MepONPUATHIA MO AOCTYIY K TeJIEeBU3MOHHBIM CMCTEMAaM OXPaHHOTO HalIoJeHHs,
OXpaHHOM CHUTHAJIM3ALUH, CHCTEMAM KOHTPOJIS U yIpaBJieHHsl 0CTYIOM;
17. CobbiTusi, popMHUpyeMbIE TeJIEBU3HOHHBIMU CHCTEMAaMM OXPaHHOTO HaOJIOAEHHUSI, OXPaHHOM
CUTHAJIM3ALMH, CUCTEMAMHU KOHTPOJIS U YIIPaBJI€HUst JI0OCTYTIOM;
18. OcylecTBiieHHe AEHCTBMIA € HOCHTENAMM MH(pOpMAaUMKW W CHCTEMaMH, MO3BOJISIOIINMY
OCYLIECTBUTh (PU3NYECKUI JIOCTYII B 3/IaHHsI U TOMEILEHUs

2. |YpoBeHb CETEBOTO

00Opy10BaHUS

1. I3MeHeHHe NapaMeTpoB HACTPOEK CeTeBOro 00OpyJOBaHHMsS W TPOrPAMMHOIO OOecreyeHHs
CeTeBOro 000Opy/10BaHUS;

2. i3MeHeHMe cocTaBa U BEPCUil MPOrpaMMHOro obecrieueHus: ceTeBoro 00opy10BaHus;
3. ObHapy)xeH1ue aHOMaJIbHOW CETeBON aKTHUBHOCTH,;

4. AytenTuduKalus 1 3aBeplleHe ceaHca padoThl Ha CETEBOM 000PY/10BaHHH;

5. OOHapy’KeHHe BPeJOHOCHOI0 KOJ1a U €ro NposiBJICHUH;

6. I3MeHeHue TOMOJIOrMU BbIYUCIUTENBHBIX CETEH;

7. loakntroueHre 00OPy/10BaHUsI K BBIUUCIUTEIIbHBIM CETSM;

8. C6bou B paboTe NPOrpaMMHOr0 0OeCTeueHust CETEBOro 000py10BaHMS;

9. OGHOBJIEHHE NIPOIPAMMHOI0 00ecTeYeHnsl CETeBOro 000py1I0BaHHUs;

10. BbinosiHeHHe onepaiuii Mo TeXHHYECKOMY 00CITy)KUBAHHUIO CETEBOr0 000PY1I0BaHHUS;
11. Ucnosib30BaHue CPEACTB aHAIN3a ySI3BUMOCTEH CeTeBOro 000py 10BaHuUs;
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n/n

YpoBeHb HHUMAEHTA
b

Tun coosiTuii Ub

12. OTKiI0YeHHe/Tiepe3arpy3ka ceTeBoro 000py/10BaHus;

13. OOHapy)keHHe aTak THUIA «OTKa3 B 00CIIy)KMBaHUN;

14. CmeHa ¥ (MIK) KOMIpOMeTallys ayTeHTU(PHUKALMOHHBIX JaHHbIX, UCIOJb3yEeMbIX JUIsl JOCTyIa
K CETEBOMY 000pY/10BAHMIO;

15. Coou B paboTe CpeCTB 3alMUThl MH)OPMaLHH;

16. U3MeHeHHe mapaMeTpoB paboThl CPEJCTB 3alIUThl HHPOPMALIUH;

3amnyck cpeJICTB aHaIM3a TONOJOIMH BBIYMCIIUTENILHON CETH.

'Y poBeHb CeTeBbIX
MPUJIOKEHUH U CEPBUCOB

1. Unentudukanms, ayTeHTHPUKALMS, aBTOpU3alMs W 3aBeplleHre ceaHca pabOTHMKOB M WHBIX
JIHLL;
2. 3MeHeHHe napaMeTpoB HACTPOEK, COCTaBa U BEPCHiA MPOrpaMMHOI0o o0ecreyeHus;
3. ObHapyXeHUe BpeJOHOCHOr0 KOJIa U ero NposiBJICHUH;
4. YcraHoBlieHHe COeJIMHEeHUH M o0paboTkKa 3ampocoB, B TOM 4YHUCIE YJaJIEHHBIX, Ha ypOBHE
CeTeBbIX MPUJI0KEHUN U CEPBUCOB;
5. Coou ¥ 0TKa3bl B paboTe ceTeBbIX MPUIOKEHHI U CEPBUCOB;
6. BeinosiHeHWe ornepaiii, CBS3aHHBIX C JKCIUlyaTalMed M aJMHUHUCTPUPOBAHHUEM CETEBBIX
MPUII0KEHUN U CEPBUCOB;
7. OOHapy)XeHHe HETUIUYHBIX (aHOMAaJbHBIX) 3allpOCOB HA YPOBHE CETEBBIX IPUIIOKEHUH U
CEPBHUCOB;
8. OTkiroueHue/nepe3arpy3ka Ui NPUOCTaHOBJIEHHUE PAa0OThI CETEBBIX NPUTOXKEHUN U CEPBUCOB,
9. BeinojiHeHHE onepaliuii 1o npeocTaBlIeHUIO0 10CTyNa K UCTIOJIb30BAHUIO CETEBbIX MPUIIOKEHUN
¥ CEPBHMCOB, B TOM YHMCJIe KCIOJIb30BAHUIO 3JIEKTPOHHON NMOYThI U ceTu MHTepHerT;
10. BeinosiHeHHe ornepaiyu no apXuBUPOBAHUIO JAHHBIX CETEBbIX IPUIIOKEHUH U CEPBUCOB, B TOM
YucIie IaHHbIX JIEKTPOHHOM MOYTHI;
11. COoou B OCyIIeCTBIEHUH OOMEHOM COOOILIEHUSIMU;
12. 3aBepiiieHue/TIpUOCTAHOBKA BHIMOJIHEHUS CETEBbIX MPUIIOKEHUI U CEPBUCOB I10 OLIMOKE;
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n/n

Y poBeHb HHUMAEHTA
b

Tun coosiTuii Ub

13. Pacnipoctpanenue u (unm) c6op MHPOPMALMU C UCMOIB30BAHUEM CETEBBIX NPHIIOKEHHUH U
CEpBHUCOB;

14. BoinojiHeHHe onepalfii co CMCKaMHU pacChbUIKU U aIpeCHbIMU KHUTAMU;

15. Hanenenue paOOTHUKOB W (MJM) MHBIX JIML IPaBaMH I10J1b30BaTelis KOHKPETHOIO IaKeTa
CEpBHMCOB,B TOM YHCJIE CEPBUCOB U pecypcoB ceTu MHTepHer;

16. Mcnonbp3oBaHue cpeJICTB aHAJIM3a YA3BUMOCTEM CETEBbIX MPUIIOKEHUN U CEPBUCOB,

17.Cmena u (MaM) KOMIIpOMETAallMsi ayTEeHTU(UKAIMOHHBIX JIAHHBIX, MCIOJIb3yEMBbIX JUIs
OCYUIECTBJICHHS JIOCTYTa K CETEBbIM MTPHIIOKEHHUSIM U CEPBUCAM;

18. Cbou B paboTe cpe/icTB 3allUThl HH(OPMaLIUK;

19. Pacnipoctpanenue uHpopmaiuu, nodyxaatomeid paboTHUKa coobuars HH(OpMaluio,
HEOOXOAMMYIO JiJisi OCYIIIEeCTBJICHHUsI ICUCTBUH OT €ro UMEHH;

20. Pacnpocrpanenue nnpopmanuu, nodysxaaroueii paboTHUKa COBEPLLINTH AEHCTBUS (IIEpeXo 1o
CCBUIKE, OTKPBbITHE BJIOXKEHMS, T.J1.) HE XapaKTepHYIO sl LUTATHOINO peXuMa ero padoTsbl
(Hanpumep, TpeOOBaHUsI 0 COBEPLICHUIO AEHCTBUI, KOTOPbIE OH paHee He MoJly4all/coBepluan) u
(unu) kaHajsa HHMOPMALIMOHHOTO B3aUMOJIEHCTBUS, KOTOPbIN OH UCIIOJIb3YET;

21. BHelnue Bo3aeHcTBUS U3 ceTH MIHTEpHET, B TOM 4YuClie CeTeBbIE€ aTaKH;

22. BeinosiHeHue ornepaiyi co cpeicTBaMu Kpunrorpaguueckoi 3aluTbl HHGOPMALUK KITIOYEBOH
UHpoOpMaLme;

23. BoijeneHre U Ha3HaYeHWe poJiei, B TOM YKCIie pojied, cBa3aHHbIX ¢ obecniedyenuem Ub.

'Y poBeHb onepanuoHHbIX
CUCTEeM

1. Ayrentudukanus U 3aBepluieHue padoThl paOOTHUKOB M MHBIX JIMI, B TOM YHUCJIE€ HA ypOBHE
CHUCTEMHOIr0 MPOrpaMMHOr0 oOecrieyeHus, CUCTeM YIMpaBlieHHus 0a3amMu JaHHBIX W IPHUKIAJHOIO
nporpaMMHoro obecrnieuerus, nporpammuoro odecrnedenus UCI1/IH (nHbopmanmonHas cucrema
nepcoHasbHbIX AaHHbIX) (paznee - [10 UC);

2. U3smenenune napameTpoB KoOHpUrypamnuu, coctada u Bepcuit 110 UC;

3. 3amyck, ocTaHOBKa U (MJIK) oTKItoueHue/nepesarpyska [10 UC;
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n/n

YpoBeHb UHLIUJICHTA
b

Tun coowsiTuii Ub

4. ObHapyxeHUue BpeJJIOHOCHOIO KOJa U €ro MpOosiBJICHU;
5. YcraHoBneHue coeiMHeHU U 00paboTka 3anpocoB ¢ ucnoisibzoanuem 10 UC;
6. Coou B padote 110 UC;
7. BoinosiHeHUe orepaluii, CBs3aHHbIX C dKCIUTyaTaluuei u aamuuuctpuposanuem [10 UC;
8. OOHapy)keHHne HeTUITMYHBIX 3aNpocoB ¢ ucnoibzoBanueMm [10 UC;
9. COou 1 oTKa3bl B paboTe Cpe/ICTB 3alUThl MHPOpMaLIUK;
10. U3MeHeHue napaMeTpoB KOH(UTYpaLMK CPEJICTB 3alLUThI HH(POPMALIUH;
11. BeinonHenue onepauuii 1o mnpeaocrabieHuto goctyna k [0 MC u undbopmanmoHHbIM
pecypcam, obpabarbiBaeMbIM ¢ ucnojib3oBanuem [10 UC;
12. BeinoaHeHWe oneparui no apXuBMPOBaHHUIO, pe3epBUPOBAHUIO U BOCCTAHOBJIEHUIO HH(OpMaLINK;
13. 3aBepiienue/npuocraHoBka padotsi [10 UC no ommbke;
14. Ucnonw3oBaHue cpeacTB aHanu3a yszsumocreit 110 UC;
15. CmeHa u (ui1M) KOMIIpoMeTalusi ayTeHTU(UKALMOHHBIX JAHHbIX, UCIIOJIb3YEMBIX JUISl JOCTYTA K
1O UC, u undopmanimonHsiM pecypcam, oopadarsiBaembiM ¢ ucnosibzoBanueM [10 UC;
16. I3MeHeHue napamMeTpoB KOH(GUTYpaLMK CPEJICTB 3alUThl HHPOPMALIMH;
17. Buemnue Bo3aeiictBue u3 cetu Murepner na 110 UC;
18. Co3nanue, YHUUYTOXKEHUE WM U3MEHEeHHe WH(OPMAlMOHHBIX pecypcoB, 0a3 JaHHBIX U (MIIH)
MHbIX MAaCCMBOB MH(OpMaLUK;
19. KomnpomMeranusi ayTeHTU(UKALIMOHHBIX IaHHBIX M KJIIOYEBOI UH(OpMaLuH;
20. BeimonHenue ornepanuii co cpeacTBaMu KpuUnTorpadhuyeckoi 3aimuTbl HHGOPMAIIMK KITFOYEBOM
uHbOpMaLueii;

21. Beigenenue 1 Ha3HAUYEHHUE POJICH, B TOM YMCIe poJieH, CBs3aHHbIX ¢ o0ecnieueHuem Ub.




